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Or 15.09.2014 Ne 350

KOHUEMNIMUA UH®OPMALIMOHHOM BE30ITACHOCTH
WH®OPMALMOHHBIX CUCTEM MEPCOHAJIbHBIX JIAHHBIX

1. Onpenenenust

ABTOMATH3HMPOBAHHAS CHCTEMA — CUCTEMa, COCTOSIIAs M3 NEpPCOHAJa M KOMILJIEKca
CPEACTB aBTOMAaTHU3allUM €ro JAEATENIbHOCTH, peaau3yrolias MHPOPMALMOHHYK TEXHOJIOTHIO
BBITOJIHEHUS YCTaHOBJICHHBIX (DYHKITHIA.

be3onacHOCTh NMEPCOHATBHBIX AAHHBIX — COCTOSHHUE 3aIMIIEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMO€ CIIOCOOHOCTBIO TIOJBh30BATENEH, TEXHUYECKUX CPEACTB U
UHPOPMALIMOHHBIX ~ TEXHOJNIOTMH  oOecneuuTb  KOH(PHUIEHIMAIbHOCTb,  LEJIOCTHOCTb U
JOCTYITHOCTh TIEPCOHABHBIX JaHHBIX TP HUX 00paboTke B HMHMOPMAIMOHHBIX CHCTEMax
NIEPCOHAIBHBIX JaHHBIX.

BiokupoBaHnue mepcoHAJBHBIX JAaHHBIX — BPEMEHHOE IIpeKpauieHue cOopa,
CUCTEMATH3allM, HAKOIUIEHHs, UCIOJIb30BAHUSA, PACIIPOCTPAHEHMSI, IEPCOHAIBHBIX JIaHHBIX, B
TOM YHCIIE UX MEepeaayu.

Bupyc (KOMIBIOTEPHBI, MPOrPAMMHBIN) — HCIOJHSAEMbIA MPOTPAMMHBIA KOJ WIIU
MHTEPIPETUPYEMbIII HAO0Op MHCTPYKLUMH, 00Jajaroluii CBOMCTBAMM HECAaHKIIMOHUPOBAHHOTO
pacrpocTpaHeHus U camoBocipon3BeieHns. Co3nanHble 1yOIMKaThl KOMIIBIOTEPHOTO BUpYca He
BCErJa COBIAQJAIOT C OPUTMHAJIOM, HO COXPaHSIOT CHOCOOHOCTh K JajbHEHIIeMy
pacpoCTpaHEHUIO U CAMOBOCIIPOU3BEIEHUIO.

BpenonocHasi mporpamMma — nporpamma, IpeAHa3Hau€HHas s OCYLIECTBICHUS
HECaHKIMOHUPOBAHHOTO JIOCTYMA U / UIT BO3JCHCTBUSI Ha EPCOHAIBHBIC TAHHBIC HIIA PECYPChI
MH(OPMaLIMOHHON CHUCTEMbI IEPCOHATIBLHBIX JAHHBIX.

Jloctyn B ONEpaliMOHHYI0 cpeay KoOMIbiOTepa (MHGPOPMALMOHHON CHCTEMBbI
NEePCOHANBHBIX [JAHHBIX) — IOJIy4YEHHE BO3MOXKHOCTH 3allyCKa Ha BBINOJIHEHHE IITaTHBIX
KOMaH[, (yHKIMHA, T§pouenyp ONEepaloOHHOM CHCTEMbl (YHUYTOXKEHHUS, KOIUPOBAHMS,
NepeMEeNIeHUs U T.11.), UCTIOJIHAEMBIX (aillloB MPUKIIAIHBIX IPOTPaAMM.

Joctyn k nHGOPMaMU — BO3MOXKHOCTh MOTy4eHUsI MH()OPMAIK U €€ UCTIOIb30BaHHUS.

3aka0uyHOe YCTPOMCTBO — DJJIEMEHT CpeACTBa CbheMa HMHQPOpMAIUU, CKPBITHO
BHE/IpSIeMbIil (3aKia/IbIBA€MbIii MJIM BHOCHMBIN) B MECTa BO3MOYKHOTO cheMa MHpopMmaiuu (B
TOM YHCJI€ B OTPaXKIAEHHE, KOHCTPYKIIMIO, 000pyAOBaHUE, IPEIMEThl HHTEPhEpa, TPAHCIOPTHBIE
CpE/CTBa, a TAKXKe B TEXHUYECKHUE CPEACTBA M CUCTEMbI 00pabOTKH HH(OpMAIUHN).

3amuimaemasi nupopmauus — nHGOPMAIIHS, SBISIOMIASICS MPEAMETOM COOCTBEHHOCTH
U ToJyUIeXallas 3alluTe B COOTBETCTBUM C TPEOOBAHUSMHM TNPAaBOBBIX JOKYMEHTOB HIIH
TpeOOBaHUSAMU, YCTaHABINBAEMbIMH COOCTBEHHUKOM HH(OPMALINH.

HNnentnduxanus — npucBoeHue cyoObekTaM M 0OBEKTaM JOCTyNa HACHTU(HUKATOpa
/WM CpaBHEHHE NPEABABIAEMOr0 HICHTHU(HKATOpa C TEPEYHEM  MPHCBOCHHBIX
UICHTU(PHUKATOPOB.

HNupopmaTuBHBII CUTHAJI — ANEKTPUYECKUI CUTHaJI, aKyCTUYECKHUE,
AIIEKTPOMAarHUTHbIE M JApyrue (QU3MUecKue Nojs, MO MapaMeTpaM KOTOPBIX MOXXET OBITh
packpbiTa KOH(QHAEHUUaNbHas HH(oOpMmanus (IepcoHalbHbIE JaHHBIE), OOpabaTbiBaeMas B
MH(OPMaLIMOHHON CHUCTEME MEPCOHANbHBIX JTAHHBIX.



Nudopmanuonnas cucrema nepcoHajbHbiX AaHHbIX (MCIIAH) — nuadopMannonHas
cucTeMa, MPEICTABISIONIas COOOW COBOKYITHOCTh NMEPCOHANBHBIX JAaHHBIX, COJACPKAIIUXCSA B
0a3e NaHHBIX, a TaK)Ke MHPOPMAIIMOHHBIX TEXHOJIOTUNA U TEXHHUYECKHUX CPEACTB, MO3BOJSIONINX
OCYIIECTBIISATh O00pPa0OTKY TaKMX MEPCOHAJBHBIX JaHHBIX C HCIOJb30BAHUEM CPENICTB
aBTOMATH3aIUHU WK 0€3 UCIIOIb30BaHMs TaKuX cpeacTB (cT.3 1.9 No 152-D3).

HNudopManuoHHbIe TEXHOJIOTMM — TIPOILIECCHI, METOJBI TOWCKA, cOopa, XpaHEHus,
00paboTKH, MPEIOCTABICHUSA, PACHPOCTPAaHEHUs HHPOPMAIMM U CIOCOOBI OCYILECTBICHHS
TaKHUX IPOLIECCOB U METOJIOB.

Hcnonb3oBaHue nmepcoHANbHBIX JAHHBIX — JCUCTBUS (OMepanuu) ¢ MEePCOHAIbHBIMU
JAHHBIMHU, COBEPILAEMBIE ONEPATOPOM B ILIENIAX NPUHATUS PELICHUM WIM COBEPLICHUS HMHBIX
JNEHCTBU, MOPOXKAAIOIINX IOPUANYECKUE TIOCTIEACTBUS B OTHOILIEHUU CyOBEKTa MEepCOHATbHBIX
JAHHBIX WM JAPYTHX JIMI JTUOO MHBIM 00pa3oM 3aTparvBaroIlUX IpaBa U CBOOOIBI CyOBEKTa
MIEPCOHANIBHBIX TAHHBIX WX Apyrux Jull (cT.3 m.5 Ne 152-D3).

Hcrounuk yrpossl Ge3onacHocTH MHGOpMaNMu — CyOBEKT TOCTYIA, MaTepPUATbHbIN
00BeKT wunu (u3NuecKoe SBICHHUE, SBISIIOIIMECS MPUYMHONM BO3HUKHOBEHHUS YIPO3BI
0e301acHOCTH HH(POPMAIIHH.

KonTposimpyemasi 30Ha — m[pOCTPaHCTBO (TEppUTOPHS, 3/AaHHUE, YACTh 3[aHUS,
MIOMEIICHNE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHWE MOCTOPOHHMX JIHII, a
TaK)Ke TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIbHBIX CPEJICTB.

KonduaeHunaabHOCTh NMEPCOHANBHBIX JAHHBIX — 0053aTEIbHOE Uil COOJIIOJCHUS
OTepaTOPOM WJIM MHBIM MOJTYYUBIIMM JOCTYI K MEPCOHATBHBIM JAaHHBIM JTUIIOM TpeOOBaHHE HE
JIOITYCKaTh UX pacHpocTpaHeHue 0e3 coryiacusi cyObeKkTa NepCOHAIbHBIX JAaHHBIX WM HaIU4Us
MHOT'O 3aKOHHOT'O OCHOBAHUS.

MeskceTeBoli JIKpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIHMOHAIBHO-
pacmpefieieHHOe ~ MporpamMmHoe  (IporpaMMHO-amapaTHoe)  CpeACTBO  (KOMILIEKC),
peanmu3yoniee KOHTPOJIb 3a HH(pOpMaiuei, mocTynarmomeid B HHOOPMAIMOHHYIO CHCTEMY
HePCOHATBHBIX JTAHHBIX U / MM BBIXOJSIICH U3 HHDOPMAITHOHHON CHCTEMBI.

Hapymureanb 0e30MacHOCTH NMEPCOHATBbHBIX JAHHBIX — (QU3UYECKOE JIULO, CIIy4aiiHO
WIM TPEJHAMEPEHHO COBEPIIAIOIIEE IEHCTBUS, CIEICTBUEM KOTOPBIX SBISETCS HapylICHHE
0€30MacHOCTH MEpPCOHAJBHBIX JAHHBIX MpH HUX OOpabOTKE TEXHUYECKUMH CpEACTBAMHU B
UH(POPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTAHHBIX.

HeaBromaTu3npoBanHass 00padoTka NepCOHANBHBIX [JAaHHBIX — 00paloTKa
NEPCOHANBHBIX JaHHBIX, COJAEPKALIMXCSA B MH(OPMALIMOHHON CHCTEME MEePCOHANIbHBIX JaHHbBIX
aM00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBI, CUMTAETCS OCYILECTBICHHOW O€3 HCIOJIb30BaHUs
CPEACTB aBTOMATH3alUU (HEaBTOMATU3WPOBAHHOM), €CIM Takue JIeHCTBUSA C NEepPCOHATbHBIMU
JAaHHBIMHU, KaK HCIOJIb30BaHUE, YTOUHEHHE, PACIHPOCTPAHEHUE, YHUUYTOKEHHE IEPCOHAIBHBIX
JAHHBIX B OTHOIIEHHUHU KaXKJI0OTO U3 CyOBEKTOB MEPCOHAIbHBIX JAHHBIX, OCYIIECTBISIOTCS MPU
HenocpeacTBeHHOM ydyactun yenoBeka (I111 Ne687 ot 15.09.08).

HenexnapupoBanHble BO3MOKHOCTH — (DYHKIIMOHAJIBHBIE BO3MOKHOCTH CpEJCTB
BBIUMCIUTEIBHON TEXHUKH, HE ONHUCAHHBIE WJIM HE COOTBETCTBYIOIIMMH OIMCAHHBIM B
JIOKYMEHTAIlMU, IPU MCIIOJIb30BAHUM KOTOPBIX BO3MOXKHO HapylleHHe KOH(UACHIIMAIbHOCTH,
JOCTYITHOCTH MJIU LIEJIOCTHOCTH 00paldaThiBaeMOi HH(POPMAIIUH.

HecaHKIMOHUPOBAHHBIN J0CTYNl (HECAHKIMOHHUPOBAHHbIEC AEHCTBHMA) — JOCTYI K
UHpOpPMaLIUK WK ASUCTBUS ¢ MH(OpMaIel, Hapylaromye IpaBuia pa3rpaHIueHus 10CTya ¢
WCIIOJIb30BaHUEM INTATHBIX CPEACTB, MPEAOCTABISIEMbIX HHPOPMAIIMOHHBIMH CHCTEMaMH
NEPCOHAIBHBIX JaHHBIX.

Hocurenns nndopmanun — ¢puznyeckoe JUIO UM MaTepHalbHbIM 00BEKT, B TOM YHCIIe
¢u3nueckoe moje, B KOTOPOM HMH(OpMaIys HaXOAUT CBOE OTPAKEHHE B BHUJEC CHUMBOJIOB,
00pa3oB, CUTHAJOB, TEXHUUYECKHUX PELIEHUI U MPOIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHK
(bU3NUEeCKUX BETUYMH.



O0e3iMYuBaHMEe TMEPCOHAJBHBIX [AHHBIX — JCUCTBUS, B pE3yJbTaT€ KOTOPBIX
HEBO3MOXXHO OMPEJCTUTh MPHUHAJICKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPETHOMY CYOBEKTY
MEePCOHANIBHBIX TaHHBIX (CT.3 m.8 Ne 152-D3).

O0padoTka mnepCcoHANbHBIX AaHHBIX — JEHCTBUS (OIEpaluu) C [EPCOHAIBHBIMU
JaHHBIMU, BKJIIOYasi cOOp, CUCTEMAaTU3allui0, HAKOIUICHHE, XpaHeHHe, YToUHeHue (0OHOBIIeHHE,
U3MEHEHHE), WCIOJIb30BaHUE, PACIpOCTpaHeHHE (B TOM 4HCIE Nepeaady), oOe3TnuuBaHUE,
OJIOKMPOBAHKME U YHUYTOXKEHHE MTEPCOHANBHBIX MaHHBIX (CT.3 1m.3 Ne 152-D3).

OO0menocTynHble INEepPCOHAJIbHBIE JIaHHbIE — [I€PCOHAJbHBIE JIaHHBIE, JOCTYII
HEOTPaHMYEHHOT0 Kpyra JIMI K KOTOPBIM MPEJOCTaBJICH C COoryacus CyObeKTa MepCcOHAIbHBIX
JAHHBIX WJIM HAa KOTOPbIE B COOTBETCTBUH C (eAepalbHBIMU 3aKOHAMHU HE PACHpPOCTPAHSETCS
TpeboBaHue coOmoaeHus KOHpuaeHIHnaIbHOCTH (CT.3 .12 Ne 152-D3).

Oneparop (MepcOHANBHBIX AAHHBIX) — T'OCYJApCTBEHHBII OpraH, MYyHHUIMIAJIbHBIN
OpraH, MOPHUIMYECKOE WM (U3NYECKOE JIMIIO0, OpraHu3yrollee MU/ WM OCYIIECTBISIONIES
00paboTKy MEPCOHAIBHBIX AAHHBIX, @ TAKXKE ONPENEISIONIME LEIH U CoJAepX)aHue 00paboTKu
MEePCOHANBHBIX TaHHBIX (CT.3 m.2 Ne 152-D3).

IlepexBar (uH(poOpManmm) —  HENPABOMEPHOE  MOJy4YeHHE  HMHPOpPMALUH  C
UCIIOJIb30BAaHUEM TEXHUYECKOTO CpPEICTBA, OCYILECTBISIONIETO OOHApyXKeHHe, IpUeM U
00paboTKy HH()OPMATHBHBIX CUTHAJIOB.

IlepconasibHble JaHHBbIE — JTI00ast WH(OPMALIKS, OTHOCSILNASACA K OMPEIEICHHOMY WM
ONpeeNsieMOMYy Ha OCHOBAaHMM TakoW uHpopmanuu Gusndeckomy suny (cyObeKTy
MEPCOHAIBHBIX JaHHBIX), B TOM YHCIIe ero (pamMuius, UMs, OTYECTBO, TOJI, MECHIII, JaTa U MECTO
pOXAeHus, anapec, CeMeHHOoe, COIMalbHOe, HMYIIECTBEHHOE IIOJIOKeHHe, 00Opa3oBaHUe,
npodeccusi, 1oxosl u apyras uapopmarus (cr.3 m.1 Ne 152-D3).

ITo6ouHble 3JIEKTPOMATHWTHbIE M3JYYeHHMS W HABOJAKH — DJEKTPOMAarHUTHbHIE
U3ITy4eHUs] TEXHUYECKUX CPEACTB OO0pabOTKH 3amuiaeMoil MH(OpMalMy, BO3HUKAIOIINE Kak
noOOYHOE SIBJICHME U BbI3BAHHBIE DJJIEKTPUUYECKMMM CHUTHaJlaMM, JEHCTBYIOIIMMU B UX
ANEKTPUYECKUX M MArHUTHBIX IEMSAX, a TAaK)Ke AJIEKTPOMArHUTHBIE HABOJKU STHX CHUTHAJIOB Ha
TOKONPOBOJSAIINE JIMHUU, KOHCTPYKIIMH U LENH MUTAHUS.

IHonb30BaTenb HHMPOPMALMOHHOM CHCTEMbl IEPCOHANBHBLIX [JAAHHBIX — JIUIO,
yuyacTBytoniee B (\yHKIIMOHUPOBAHUM MH(MOPMAIIMOHHOM CHCTEMbI EPCOHAIBHBIX JaHHBIX WU
UCTIOJIB3YIONIEe Pe3yIbTaThl €€ (DYHKIIMOHUPOBAHMUS.

IIpaBuna pasrpaHuyeHdsi JOCTYNA — COBOKYIHOCTb TPAaBUJI, PETJIaMEHTUPYIOIIUX
npaBa JI0cTyna cyObeKTOB JOCTyIa K 00bEKTaM JIOCTYTIA.

IIporpamMmmHuas 3akiagKa — KoJl IpOrpaMMbl, IPeAHAMEPEHHO BHECEHHBIN B IPOrpaMMy
C IEeNBI0 OCYIIECTBUTHb YTE€UKY, M3MEHUTh, OJOKMPOBATh, YHUYTOXUTb HH(DOpPMAIUIO WIN
YHUYTOXXUTh U MOAM(PUUIUPOBATH NPOTpaMMHOE obOecrieueHne WH(POPMALMOHHON CHCTEMBI
NIePCOHATIBHBIX TAHHBIX U / WK OJIOKMPOBATH arapaTHbBIC CPE/ICTBRA.

IIporpammuoe (mporpaMMHO-MaTeMATH4YeCKOe) BO3JeiicTBHE —
HECaHKIMOHMPOBAaHHOE BO3/EICTBHE Ha pecypchl aBTOMAaTU3UPOBAHHOM HHGOPMAIMOHHOMN
CHUCTEMBI, OCYILECTBISEMOE C UCIIOJIb30BAHUEM BPEIOHOCHBIX IIPOIPaMM.

PacnpocTpaneHue nmepcoHAJbHBIX JAHHBIX — JICHCTBUS, HAllPaBJICHHbIE Ha IMepeaavy
NEPCOHAIBHBIX JIAHHBIX OIPEJICJIEHHOMY KpYTy JUI] (Ilepefadya NepCOHaNbHbIX JaHHBIX) MM Ha
O3HAKOMJICHHE C NEPCOHAIbHBIMU JaHHBIMH HEOTPAaHWYEHHOIO Kpyra JHI, B TOM 4YHUCIE
00Hapo/I0BaHWE MEPCOHAIBHBIX JAHHBIX B CPEICTBAX MAaccOBOW MH(OpPMAILMHU, pa3MelIeHHE B
MH(OPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX ~ CETAX WM  NpPEJOCTaBlIeHHEe  JOCTyma K
MEPCOHAIBHBIM TaHHBIM KaKUM-JTH00 UHBIM criocoOoMm (cT.3 m.4 Ne 152-D3).

Pecypc wuHpopMaumoHHOW cHCTeMbl — KMMEHOBAHHBIM JJIEMEHT CHUCTEMHOTO,
NPUKJIAJHOTO WM allapaTHOro obecneueHus pyHKIHMOHUPOBAHHS HH(POPMAIIMOHHON CUCTEMBI.

CnenmajbHble KaTeropuu TMePCOHAJBHBIX [AHHBIX — II€PCOHAIbHBIE JAHHBIE,
KacalolMecss pPAacoBOM M HALMOHAJIBHOM TNPUHAUIEKHOCTH, TMOJIMTHUYECKUX B3IJISAOB,



PENIUTHO3HBIX WU GUIOCOPCKUX YOeXKACHUN, COCTOSHUS 370pPOBbS M HWHTUMHOM IKU3HU
CyObeKTa NepCOHANbHBIX JAHHBIX.

CpencTBa BbIYHCINTENbHON TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKUX
AIIEMEHTOB CUCTEM 0OpabOTKH JaHHBIX, CIIOCOOHBIX ()YHKIMOHHPOBATH CAMOCTOSTEIILHO WM B
COCTaBe APYTUX CHCTEM.

Cyo0bekr gocrtynma (cy0ObeKT)— JMI0 WIM TOpoLecc, JCHCTBUS  KOTOPOTO
perjJaMeHTUPYIOTCS MpaBUIaMH pa3rpaHUYEHUs OCTYyIA.

Texnuyeckue cpeacrBa HHGOPMALNMOHHOW CHCTEMbl MEPCOHAIBHBIX JAHHBIX —
CPEICTBA BBIUUCIUTEILHON TEXHUKU, WH()OPMALMOHHO-BBIUUCIUTENbHBIE KOMIUIEKCH M CETH,
CpeICTBa U CUCTEMBI Ilepeaayuu, mpuema u oopadotku I1/]H (cpencTBa U CUCTEMBI 3BYKO3aITUCH,
3BYKOYCHUJICHUS, 3BYKOBOCIIPOM3BE/ICHUS, IE€PErOBOPHBIE M TEJIIEBU3HOHHBIE YCTPOWCTBA,
CpeACTBAa M3TOTOBJICHUS, THPAKUPOBAHUS JOKYMEHTOB M JApYrUe TEXHHUYECKHE CpEeACTBa
00paboTKKM  pedeBoi, Tpaduyeckoil, BHUACO- W OyKBEHHO-IU(POBOW  HHPOPMAIIHH),
IpOTpaMMHBIE Cpe/icTBa (OMEPAalMOHHBIE CUCTEMbI, CHCTEMBbl YIpaBieHUs 0a3aMu JAHHBIX U
T.I.), CPEJCTBA 3AIIUTH HHPOPMAIUH, IPUMEHSIEMbIE B HHPOPMAIIMOHHBIX CUCTEMaX.

TexHuuyeckuii KaHaja yredku WHGOPMANMU — COBOKYITHOCTh HOCUTENST HMH(OpMaIum
(cpenctBa 00pabOTKM), (HU3UYECKON Cpelbl pacnpocTpaHeHUs WHOOPMATHBHOTO CHUTHAA H
CPEACTB, KOTOPBIMH JOOBIBACTCA 3alHIaeMast HHPOpPMAaIHs.

TpancrpanuyHasi mnepelaya MNePCOHAJIBbHBIX [JAHHBIX — Tepeadya IMEePCOHATbHBIX
JIaHHBIX onepaTopoM uepe3 ['ocynapcTtBennyro rpanuny Poccuiickoin denepanuu oprany BjacTu
MHOCTPAaHHOTO TOCyJapcTBa, (GU3MUECKOMY WIM IOPUAMYECKOMY JIMIy HMHOCTPAaHHOTO
rocymapctBa (cr.3 m.11 Ne 152-D3).

Yrpo3bl 6€301aCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHI U (DaKTOPOB,
CO3JIAIONIMX ONMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJE CIy4ailHOrO, JOCTyma K
MEPCOHAIBHBIM JaHHBIM, PE3YyJIbTATOM KOTOPOTO MOXET CTaTh YHHMUYTOXKEHUE, H3MEHEHHE,
OJIOKMpOBaHME, KOMMPOBAHHE, PACIPOCTPAHCHHE NEPCOHAIBHBIX JaHHBIX, a TaK)Ke HHBIX
HECAaHKI[MOHMPOBAHHBIX JACWCTBUI mpu ux 00paboTke B HWHGOPMAIMOHHONH cHUCTEME
NEPCOHAIBHBIX JTaHHBIX.

YHUUYTOXKEHNEe TNepPCOHANbHBIX JAHHBIX — JIHCTBUS, B pe3ylbTare KOTOPBIX
HEBO3MO)XHO BOCCTaHOBHUTH COJIEp)KaHHE MEPCOHATBHBIX JAaHHBIX B MH(POPMAIIMOHHOW CHCTEME
MEPCOHANBHBIX JAAHHBIX WM B PE3yJIbTaTe KOTOPHIX YHHUTOXKAIOTCS MaT€pUAbHBIE HOCHUTEIU
NIEPCOHAIBHBIX JIAHHBIX.

Yreuka (3amumiaeMoi) uHpopmannu 100) TeXHHYECKHM KaHaJIaM —
HEKOHTPOJIMPYEMOE PACIpOCTpaHEHHE MH(POPMALUU OT HOCHUTENS 3allWIIaeMol WHQpOpManuu
yepe3 (u3MuecKyr0 Cpeqy [0 TEXHHYECKOIO CpelCTBA, OCYILECTBISAIOLIETO MepexBar
UHpOpMaLIUH.

Yupeikienune — TocyaapcTBEHHOE 00pa30BaTebHOE YUpEkKACHHE ropoa MOCKBBI.

Ysa3BUMOCTh — c1a00CTh B CPEACTBAX 3alllUThl, KOTOPYIO MOXKHO HCIOJIb30BaTh IS
HapYIICHUs CUCTEMBI WM cojiep Kallieiicsl B Hell HHpOopMaIiH.

IesocTHOCTH MH(pOPMANMH — CIIOCOOHOCTh CPEJCTBA BBIUMCIUTENBHOW TEXHUKU WM
ABTOMATH3UPOBAHHOM CHCTEMBI 00eCneunBaTh HEM3MEHHOCTh HH(OpMAIMK B YCIOBHAX
CIIYy4aifHOTO W/WJIH TIpeTHAMEPEHHOTO UCKaXKEeHUS (Pa3pyIICHUs).

2. O0o03HaYeHHS U COKPAIEHUS
ABC - AHTUBHUPYCHBIE CPEACTBA
APM - ABTOMATH3UPOBAHHOE Pabouee MeCTO
BTCC - BCIIOMOI'aTENIbHBIE TEXHUYECKUE CPEACTBA U CUCTEMBI
NCI/Tn - MH(OPMAIMOHHASI CUCTEMA [TEPCOHATBHBIX JAHHBIX




K3 - KOHTpOJIMpyeMasi 30Ha
JIBC - JIOKAJIbHAs BBIYMCIIUTEIbHAS CETh
MD - MEXCETEBOM IKpaH
HCJ, - HECAHKIIMOHMPOBAHHBIN J1OCTYII
oC - OIepaIlMOHHAs CUCTEMA
I11x - [IEPCOHAIBHBIC JAHHBIE
IIMB - MPOrpaMMHO-MaTeMaTn4eCcKoe BO3/ICHCTBUE
110 - MporpaMMHOE o0ecIieueHne
I[IDMUH | - NOOOYHBIE 3TEKTPOMArHUTHBIE W3ITYYEHHUsI 1 HABOJIKH
CA3 - CHCTEMa aHaJIN3a 3allUIIEHHOCTH
C3U - CpencTBa 3auThl HHpOpMaIuu
C3I1u - cuctema (IOJICUCTEMA) 3aIUThI IEPCOHATBHBIX JaHHBIX
COB - crcTeMa OOHapYKEeHUsI BTOPIKEHUH
TKYHU - TEXHUYECKUE KaHAIb] YTEUKH MH(OpMALU
VBIl/Ix - yIPO3bI OE30MACHOCTH IEPCOHATBHBIX JAHHBIX
OCTIK - ®DenepanibHast CIy>k0a [0 TEXHUIECKOMY M SKCIIOPTHOMY KOHTPOJTIO
Poccrn
3. BBenenue

Hacrosmas Konnenuus uadopmarmonnoit 6esonacHoctu MCII/In MyHunmmansHOTO
aBToHOMHOTO yupexaeHus 3ATO Cesepck «PecypcHblit nieHTp oOpazoBanus» (lanee - MAY

3ATO Cesepck «PILIOy), pazpaboTaHa Ha OCHOBe JokyMeHTa Kouuenuus uH(OpMaAIMOHHON

6esomacHoct MCII/IH MuHucrepcTBa 3ApaBOOXpaHEHHS M COLMAIBHOTO pa3BuTHs PO,
ABNseTCd O(UUMAIBHBIM JIOKYyMEHTOM, B KOTOpPOM OIpelelieHa CUCTeMa B3IJISA0B Ha

obecnieueHue nHpopmanmoHHon 6e3onacnoctu MAY 34TO Cesepck « PLIO».

Heo6xoanmocts pa3pabotku Konnenunu oOycioBieHa CTPEMUTENbHBIM PacIIipPEHUEM
cdepbl NPUMEHEHUs1 HOBEHIIMX HH()OPMAIMOHHBIX TEXHOJOTMH M mpoueccoB B MAY 34TO

Cesepck «PLIO», ipu 00paboTke nHGOpMAIIIK BOOOIIE, U MTEPCOHATBHBIX JTAHHBIX B YACTHOCTH.

Hacrosmas KOHI_ICHI_II/IH OMPCACIIEICT OCHOBHBIC MCIM MW 3aJavud, a TaKKe O6H.[y10

CTpaTeruio MOCTPOEHHUs CUCTeMbl 3aluThl nepcoHanbHbIX AaHHbIX (C3IIAH) (MAY 34ATO

Cesepck «PI[O»). Konueniust onpeaessieT OCHOBHbIE TPeOOBaHUS M 0a30BbIe MOIXOABI K HMX

peajm3anuu, i JOCTUKCHUA Tpe6yeMor0 YPOBHA 0e30MmacHOCTH I/IH(I)OpMaL[I/II/I.

KOHH@HHI/ISI pa3pa60TaHa B COOTBETCTBUU C CHCTCMHBIM IIOAXOJOM K 00eCIIeYEHHIO
I/IH(I)OpMaLIHOHHOI;'I 0e3omacHocTH. CHCTEMHBIH noaxoJ mpeamnoiaract nmpoBEACHUEC KOMIIICKCA

MepOHpHHTHﬁ, BKJIIOYAOMIUX HUCCIICAJOBAHUC YI'PO3 HH(I)OpMaHHOHHOﬁ 0C30IMacCHOCTH |




pa3pa60TKy CUCTEMBI 3alIWThI HHH, C MO3UIIMHU KOMINJICKCHOI'O NPUMCHCHUA TCXHHUYCCKUX U

OpTraHHU3allMOHHBIX MEP U CPCACTB 3allIUTHI.

IMlon  wHpOpManmonHoit  Oe3omacHocThio  [I/IH  mMOHMMaeTcss  3aIIUIIEHHOCTh
NEPCOHANBHBIX JIaHHBIX U 0OpabaThiBarolIel X MHPPACTPYKTYype OT JIOOBIX CIyYalHBIX WU
3JI0OHAMEPHBIX BO3JCHCTBUIM, PE3ylbTaTOM KOTOPBIX MOXKET SIBUThCSI HaHECEHHe yiiepba caMoii
uHpopmanuu, ee BuagensiiaM  (cyobektam [IJI[H) wim  uHpacTpykType. 3amauu
UHPOPMALIMOHHON 0E30MacHOCTH CBOAATCS K MHHUMHU3AIMH ymepda OT BO3MOXKHOU
peanu3anuu yrpo3 6e3onacuoctu [1/[H, a Takke K TPOrHO3UPOBAHHIO U IPEAOTBPAILICHUIO TAKUX

BO3JIEHCTBUI.

KoHnenmust CIy)XuT OCHOBOH Ui pa3padOTKM KOMIUIEKCA OpraHU3alMOHHBIX U

TEXHUUYECKUX Mep Mo obecrneueHuto umHbopmannoHHon Oe3omacHocTH MAY 3ATO Cesepck

«PL{O», a TakKe HOPMAaTUBHBIX M METOAMYECKHX JIOKYMEHTOB, OOECIEeUUBAIOIIUX €€
peaM3aluio, U HE MpEeAnonaraeT NoJAMEeHbl (YHKIUI TOCylapCTBEHHBIX OpPraHOB BJIACTU
Poccuiickoit ®epepanuu, OTBeHalOIUMX 3a obOecreyeHHe Oe30IacHOCTH HH(POPMAILMOHHBIX

TEXHOJIOTHH U 3aIuTy HH(pOpMaLIHU.

Konnenmug aBisieTcs METOI0JIOTHYECKON OCHOBOI JJIS:

- (GOpMUPOBAHUS W TPOBEICHUS CIWHOW TOJUTUKA B 00JIACTH OOCCIICUCHUS

oe3omacHoctu I1/In B UCII[da MAY 34ATO Cesepck « PLIOy;,

- NPUHATHS YIPABICHYECKHX DPEUICHUH W pa3paOOTKH MPAKTHYECKHX Mep IO
BOIUIOIICHNIO NMONUTUKHU Oe3omacHOCTH IIJ[H M BBIpaOOTKM KOMILIEKCA COIJIACOBAaHHBIX MeEp
HOPMaTHUBHO-IIPaBOBOTO, TEXHOJOTMYECKOTO M OPraHM3alMOHHO-TEXHUYECKOIO XapakTepa,
HalpaBJICHHBIX Ha BBIABIEHUE, OTPAKEHHE M JIMKBUAALMIO TNOCIEACTBUM peaau3alnuu
pa3inuHbIX BUOB yrpo3 I1/1H;

- KOOpAMHALIMM JEATEIBHOCTH CTPYKTYpHBIX mnoapasaeneHuiit MAY 3470

Cesepck «PLlO» mpu mnpoBeneHun paboT 1o paszButuio U okcruryataiuu MCIIa ¢

cobmoienreM TpeboBanuit obecrieuenus 0e3omnacuoctu [1/1H;
- pa3paboTku MIPEUIOKEHUIH o COBEPIIICHCTBOBAHUIO MIPaBOBOTO,
HOPMAaTHUBHOTO, METOJAMYECKOTO, TEXHHYECKOTO0 W  OpPraHM3alMOHHOTO  oOecredeHus

oe3omacuoctu I1/In B UCIIdua MAY 3ATO Cesepck « PLIOy.

- npaBoBOW 0a30i I pa3paboTku HacTosAmed KoHuenuu ciayxar TpeGoBaHUs
neiictByromux B Poccun 3akoHOJATeNbHBIX M HOPMATHBHBIX JIOKYMEHTOB IO 00ECIEYCHMIO

Oe3omacHOCTH nepcoHanbHbIX JaHHBIX (I1/1H).



4, OO01IHMe MoJI0KeHUu s

Hactosmas Konuenuus omnpeaenseT OCHOBHBbIE L€ M 3aJauyd, a Takke OOMIYIO
CTpPaTeTUI0 IOCTPOCHUSI CUCTEMBbI 3alUThl NepcoHanbHbIX AaHHBIX (C3II[An) MAY 34ATO

Cesepck «PLlOy», B cootBerctBuu ¢ llepeunem MCII[In. Konuenuus omnpenensieT OCHOBHBIC

Tpe6OBaHI/I${ 1 0a30BEIE moaAXOo[Abl K HX p€alru3aluu, A1 AJOCTHXKCHUA Tpe6yeM0ro YPOBHA

06e30macHOCTH MH(POPMAIIHH.

C3I[I[x mnpencraBiaseT co0OM COBOKYIMHOCTh OPTraHM3AIMOHHBIX M TEXHUYECKUX
MepornpusThii ans 3amuTtel [IJ[H OT HempaBOMEpHOro MJIM CIy4yailHOrO JOCTyNa K HUM,
YHUYTOXXEHHUS, U3MEHEHMs, OJIOKMPOBAaHMs, KONMUpOBaHUs, pacrpoctpanenus [I/lH, a Takxke

WHBIX HENIPABOMEPHBIX JEHCTBUM C HUMH.

be3omacHOCTh NEPCOHAIIBHBIX JaHHBIX JOCTUTacTCA myTeM HNCKIIIOYCHU A
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHUCIIC cnyqaﬁHoro, J0CTyIlla K MNEPCOHAJIBHBIM JaHHBIM,
PE3YyJIbTAaTOM KOTOPOI'0O MOXKET CTAThb YHUUYTOXCHUC, UBMCHCHHUC, 6J'IOKI/IpOBaHI/Ie, KOIIMPOBAHHC,

pacupoCTpaHCHUC IICPCOHAJIbHBIX JTJAHHBIX, 4 TAKKEC MHBIX HCCAHKIIMOHUPOBAHHBIX ﬂeﬁCTBHﬁ.

Crtpykrypa, coctaB u ocHoBHble ¢yHkimu C3I1/IH ompenensroTcss ucxons M3 Kiacca
NCITJu. C3II[JH BKIHOYaET OpraHu3alMOHHbIE MEpPbl M TEXHUYECKHUE CPEJICTBA 3allUThI
uHpopmanuu (B TOM 4uwmcie IH(poBaIbHBIE (KpUNTOTpapUUECKHe) CpPElCTBa, CpPEICTBa
MPEIOTBPANICHUS HECAHKIIMOHUPOBAHHOTO JOCTYIa, YTEYKH HH(POpMAIMHM MO TEXHHYECKUM
KaHajaM, IpOrpaMMHO-TEXHHUECKHUX BO3JIEHCTBUI Ha TeXHUYECKHe cpencTBa oopadorku [1/1H),

a TaK’KC HUCIOJIb3YCMbBIC B HH(bOpMaHHOHHOﬁ CUCTEMC I/IH(I)OpMaI_II/IOHHLIe TCXHOJIOTHH.
Ot MCEPbI IPU3BAHBI 00€CIICUUTh:

- KOH(QUIEHIUATBHOCTh, WHGpOpMaIlMK (3alIUTa OT HECAHKIMOHHPOBAHHOTO
03HAKOMJICHHUS);

- HeJOCTHOCTh  HHpopmanuu  (aKTyadbHOCTh M HEMPOTHBOPEUHBOCTH
uH(popMaIuu, ee 3auUIIeHHOCTh OT Pa3pylIeHUs U HECAHKITMOHUPOBAHHOTO U3MEHEHHS ),

- AOCTYNMHOCTHh HMH(pOpManuu (BO3MOXKHOCTh 33 MPUEMIIEMOE BpeMs MOJYYHUThb
TpeOyeMyto HHPOPMAIIMOHHYIO YCIIYTY).

Craguu co3ganus C3I1IH BKIIOYAOT:

— MpEeANPOEKTHAS CTaAus, BKIIFOUaromias npeanpoektnoe oocnenoanne UCII/IH,
pa3paboTKy TEXHMYECKOTO (YaCTHOTO TEXHUUYECKOTO0) 3a/1aHus Ha €€ CO3/JaHuE;

- CTagusi TPOEKTUpOBaHMS (pa3paboTku mpoekToB) u peanusamuu MCIIH,

BKJtovaromas pazpadorky C3I1u B cocrae MUCII/IH;



— cranus BBoga B naeiictBue C3II/[H, BKiIrOYaromas ONBITHYIO SKCIUTyaTalUo U
MPUEMO-C/IaTOUHbIE UCIIBITAHUS CPEJICTB 3alIUThl HH(POPMAIIUH, a TAKXKE OLIEHKY COOTBETCTBHS
NCTI/Ia TpeboBanusiM 6€30MaCHOCTH HHPOPMAITUH.

Opranu3aioHHbIE MEPHI MPEIYCMAaTPUBAIOT CO3/IaHUE U TOJJCPKAHKUE MMPABOBOM 0a3bl
o6e3zonacnoctu [IJI[H m pa3paboTky (BBeIEHHE B JCWCTBHE) MPEIyCMOTPEHHBIX [lomuTukoi
uHpopmanmonHoit 6ezonacHoctT MCII[H ciaeayrommx opraHU3allMOHHO-PACIOPSIATEIbHBIX
JIOKYMEHTOB:

- [Inan meponpusTuii 1Mo obOecnedeHuto 3amuThl [[J[H mpu ux oOpaboTke B
NCTIH;

- [Tnan MeponpusaTHil 10 KOHTPOJIIO obecriedeHust 3amuTol [1/1H;

- [Topsimox pe3epBupoBaHusi U BoccTaHOBieHUs padorocnocodnoctu TC u I10,
6a3 ganaeix 1 C3U;

. JomxunoctHas uHcTpykuust agmuHuctpatopa MCII[In B wactu oOecnedeHus
oe3omacuoctu [1/]x pu ux odbpadotke B UCII/IH;

- HomknoctHass uHcTpykuusa mnons3oBarens MCIIIn B uwactu oOecneueHus
oe3omacuoctu [1/]x pu ux odbpadorke B UCII/IH;

- WMHcTpyKuus Ha ciiydall BOSHUKHOBEHHUSI BHEIITATHOM CUTYALNH;

- PekomeHianuu Mo HKCNONB30BAHUIO NPOrPAMMHBIX M alllapaTHbIX CPEICTB
3aIUThI THOOPMAIIHH.

- TexHu4ueckne Mepbl 3alIUTHl PEATU3YIOTCS MPU MOMOIIM COOTBETCTBYIOIIUX
MPOTPaMMHO-TEXHUYECKUX CPEICTB U METOJIOB 3AIIUTHI.

— [lepeuerr HEOOXOAMMBIX MeEp 3alIUTHl WHGOPMAIMU  OMPEEsIeTCs 0

pe3yabpTaTtaM BHyTpeHHel npoBepku 6e3omacHocti UCTIAa MAY 34TO Cesepck « PLIOY.

5. Zapaum C3I1/In

OcHosno#t nenpto C3I1JIH sBAsSeTcss MUHMMM3AIMS yiiepoa OT BO3MOXKHOHN peanu3anuu
yrpo3 6e3omnacuoctu [1/1H.

Jlnst MOCTHMIKEHUsT OCHOBHOHM 1enu cuctema OesomacHoctd I1/ln MCII[IH momkHa
obecrnieunBath d(HPEKTUBHOE pelIeHUe CIEAYIOMUX 3a1ayu:

— 3alUTy OT BMemarenscTBa B mporecc ¢yakiuonupoBanus WCIIx
MOCTOPOHHUX JIHII (BO3MOKHOCTH HCIONb30BaHus AC U JOCTYI K €€ pecypcam JTOJIKHBI UMETh

TOJIBKO 3apCTUCTPUPOBAHHBIC YCTAHOBJIICHHBIM IMOPSAJIKOM HOHBBOB&TGJ’H/I);



- pasrpaHU4YeHHE JOCTYIA 3apErHCTPUPOBAHHBIX MOJIb30BATENICH K allapaTHBIM,
nporpaMMHbIM U nH(popMannoHHbIM pecypcaM VCII/IH (BO3MOKHOCTh J0OCTyNa TOJIBKO K TEM
pecypcaM U BBINIOJTHEHHUS TOJIBKO T€X ONEpaluii ¢ HUMH, KOTOpble HEOOXOIUMBI KOHKPETHBIM
noab3oBarensiM MCITJIH ans BBIMOMHEHHSI CBOMX CITY)XKEOHBIX O0s3aHHOCTEH), TO €CTh 3alUTY

OT HCCAHKIIMOHUPOBAHHOT'O OOCTYIIA:

. K nHpopManuu, nupkynupyromen B UCII/Ix;
n cpenctBam BerunciauteabHoi Texuuku UCIIH;
. anmapaTtHbIM, TPOTPAaMMHBIM W  KPHUNTOTPAaQUUYECKUM  CPEICTBAM  3aIUTHI,

ucnoib3dyembiM B UCII/IH;

- pErucTpauui0 JEHUCTBUM IOJB30BATENEN IPU HMCIOJIB30BAHUM 3aLMINAEMbIX
pecypcoB MCII/IH B cuCTEMHBIX XypHajgaXx M IEPUOJMYECKHII KOHTPOJb KOPPEKTHOCTH
JICMCTBHM I10JIb30BATEIICH CUCTEMBI IIyTEM aHAJIN3a COAEPKUMOI0 ITHX KYPHAJIOB;

- KOHTpPOJIb IEJNOCTHOCTH (0oOecreyeHrne HEM3MEHHOCTH) CpEAbl HCIOIHEHUS
IIPOrpamMM U €€ BOCCTAHOBIICHHE B CIIy4ac HAPYILICHUS;

- 3alIUTy OT HECAaHKIIMOHUPOBAHHON MoAM(UKAIMK U KOHTPOJIb LEIOCTHOCTH
ucnonpzyembix B MICII[IH mporpaMMHBIX CpEJICTB, a TAaKK€ 3alllUTy CUCTEMBbI OT BHEIPEHUS
HECaHKIMOHUPOBAHHBIX IIPOTPAMM;

- 3amuTy II/IH OT yTeukuM MO TEXHUYECKMM KaHajlaM IHpu ee o0paboTke,
XpaHEHUU U Nepeaaye Mo KaHajaM CBSI3U;

- amurty [1/IH, xpanumoii, oOpabaTtbiBaeMOW M TieperaBacMoil IO KaHajaM
CBSI3M, OT HECAHKIIMOHUPOBAHHOT'O pa3IIAIICHUS I UCKAXKCHMUS;

- o0ecrnieyeHre KUBY4YECTH KPUNTOTpaduiyecKuX CpPeACTB 3aIlMUThl MH(OpMAIMU
IIPY KOMIIPOMETAIMHU YaCTH KIFOYEBON CUCTEMBI;

- CBOEBPEMEHHOE BBISBIEHUE UCTOYHHUKOB yrpo3 6e3omacHoctu [1/{H, nmpuuun n
YCIIOBUH, CHOCOOCTBYIOUIMX HaHeceHHto ymepba cyobekram IIJ[H, co3naHue MexaHH3Ma
OTEpPaTUBHOIO PearupoBaHus Ha yrpo3bl 6e3onacHocTH [1/IH 1 HeraTUBHbBIE TEHICHINH;

- CO3/1aHUE YCJIOBUHM JUIi MUHUMH3ALMKM M JIOKAJIW3alMM HAaHOCHUMOTIO yiepoa
HEIPAaBOMEPHBIMU JIEHCTBUSAMHU (PU3UYECKUX M IOPUAMYECKUX JIHI, Ocja0jeHHe HEeraTMBHOIO

BIIMSIHUSI M TUKBUJAIUS TIOCTIEICTBUM HapymieHus 6e3omacHoctu [1/]H.
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6. O0beKTHI 3aLIUTHI

6.1 Ilepeuenb HHGOPMANUOHHBIX CHCTEM
B Mynuyunanonom asmonomuom yupexcoenuu 3ATO Cesepck «Pecypcuvii  yenmp

O6£ZG3OGGHM}Z)) IIPpOU3BOANTCA 06pa60TKa NEPCOHATIBHBIX JAHHBIX B I/IH(l)OpMaHI/IOHHI)IX CHCTEMA

00paboTku nepcoHanbHbIX 1aHHbiX (MUCITOH).

[Tepeuens UCII[An ompenensieTrcs Ha ocHoBaHMM OTuera MO pe3ysibTaTaM BHYTPEHHEU

MIPOBEPKHU.

6.2 IlepeueHb 00BHEKTOB 321U THI
OObekTaMu 3amIuThl  SABJISIOTCS — uWHGopmanus, obpadateiBacmass B WCII[IH, wu

TEXHUYECKHE CpeACTBA €€ 00paboTku u 3amuThl. llepedeHp NepCOHANBHBIX JAHHBIX,
NoJJIeXKalIUe 3aliuTe, onpeneneH B [lepeune nmepcoHanbHBIX JAHHBIX, MOAJIEKALIUX 3alIUTE B

HCTI.
OOBEKTHI 3alTUTHI BKIIOYAIOT:
— oOpabarpiBaemast HHGOpMAIIHS,
— TexHoJioru4eckast HHpopMarIus;,

— MPOrpaMMHO-TEXHHYECKHE CPeCcTBa 00pabOTKH;

cpenctsa 3amuThl 11/1H;

KaHaJIbl I/IH(bOpMaI_[I/IOHHOl"O obMeHa U TCJICKOMMYHUKAIIUH;

00BEKTEI U MMOMCIICHUS, B KOTOPBIX Pa3MCIICHBI KOMIIOHCHTBI I/ICHHH
1. Knaccndukanusa noas3oBareseid UCIIAn
ITons3zoBarenem WCII[IH sBisercs nuuo, ywacTBymomee B (YHKIMOHHUPOBAHUU
HHq)OpMaHHOHHOﬁ CUCTCMbI TICPCOHAJIBHBIX HAHHBIX MM HUCIOJIB3YIOHIEC PE3YJIbTAThI €€

¢yukuuonuposanus. [loaszoBatenem UCII/IH sBasercs noboi padbotHuk MAY 34TO Cesepck

«PL{Oy», nmerommii noctyn k MCII/IH um ee pecypcam B COOTBETCTBUU C YCTAaHOBJIEHHBIM
HOPSIKOM, B COOTBETCTBUU C €r0 (PYHKIMOHATIBHBIMH 00S3aHHOCTSIMU.
[Tonb3oBarenu UCII/IH nensitcs Ha TpU OCHOBHBIE KaTETOPUU:

— anmunuctpatop UCIIIn. Pabotauku MAY 34TO Cesepck «PLIO», KOTOpBIE

3aHUMAIOTCS HACTPOMKOW, BHEAPEHUEM M CONPOBOXAeHUEM cructeMbl. Anqmuuauctparop UCIT/Ix
o0ajaeT CleAyIOIMM YPOBHEM JIOCTYyTA:

" oOnamaer monHOW WHGOpPMalKMEHd O CHUCTEMHOM M MPHKJIATHOM HPOTrPaMMHOM
ob6ecnieuenun UCIIH;

. oOnanaer monHOM wHHpoOpManMed O TEXHHYECKHX CpEICTBaX M KOHpUTryparuu

NCIIH;
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. UMEET JOCTYI KO BCEM TEXHHUYECKUM CpeZcTBaM 00paboTKH HH(pOpMAIUH U TaHHBIM
NCIIx;
. oOiamaer mpaBaMM KOHQUIYPHPOBAaHMS W AJAMHHHCTPATHBHOW  HACTPOHKH

texunueckux cpeacts MCIIIH.

- nporpammuct-pazpadorunk UCIIAH. Pabotauku MAY 34TO Cesepck «PLIO»

WIM CTOPOHHHUX OpraHu3alui, KOTOpbIE 3aHMMAIOTCS  pa3pabOTKOM  MPOrpaMMHOTO

obecnieuenus. Paspaborunk UCII/{H oOmagaeT cneayonmm ypoBHEM JOCTYyIIA:

. oOmagaer nH(popMarmei 06 anropuT™Max u rnporpammax o0paboTku MHPOpPMAIUU HA
NCIIOx;
. o0aaeT BO3MOXHOCTSIMA BHECEHUS OIIMOOK, HEJIEKIapUPOBAHHBIX BO3MOXKHOCTEH,

IIPOrPaMMHBIX 3aKJIaJOK, BPEJOHOCHBIX Iporpamm B mporpamMmmHoe obecneuenue MCII/In Ha
CTaJuM ee pa3pabOTKH, BHEAPCHUS U CONIPOBOXKICHUS;

. MOJKET pacmojarath Jto0biMu (hparMentamu uHdopmanuu o tononoruu MCIIAH u
TEXHUUYECKUX cpefcTBax o0paboTku u 3amuthl [1/]H, o6padaTsiBaembix B UCII/IH.

- onepatop MCII[An. Pabotnuku noapazaenenniit MAY 34TO Cesepck «PLIO»

yuacTBytonux B mpouecce skcruryatanuun UCII/u. Oneparop UCII/In obnagaer cneayromum
YPOBHEM JIOCTYyIIA:

. o0OmajaeT  BCEeMH  HEOOXONMMBIMH  aTpuOyramMu  (Hampumep,  Mapojem),
o0ecreynBaroIIMMHU JOCTYI K HEKOTOpoMY moaMHOkecTBY [1/1H;

= pacrosaraeT KOH(QHUACHINATbHBIMU JAHHBIMH, K KOTOPBIM UMEET JOCTYII.

— Kareropun nonb3oBareneil JOKHBI ObITh onpeneneHsl 1 kaxaon MCIIAH.
JloiKHO OBITH YTOUHEHO pa3fieieHre pabOTHUKOB BHYTPU KaTETOPHil, B COOTBETCTBUHU C TUIIAMH
MoJib30BaTeseit onpeneneHHsiMu B [lomuTnke nHPOpMaIMOHHON 6€30MacHOCTH.

- Bce BbIsIBIEHHBIE Tpynmbl MoJib30Barene orpaxarorcs B Ortyere 1O
pe3yapTaTaM BHyTpeHHel mpoBepku. Ha ocHoBanum OTdera ompenesnsitoTcs mpaBa JIOCTyIa K
anemenTaM MCIIIH ans Bcex rpynn mojb30BaTelled M OoTpaxaroTcss B MaTpuue nocryna B

[Tonoxenun o pa3srpaHUYCHUU IIpaB JOCTYIIA K O6pa6aTBIBaCMI>IM MNEpCOHAJIbHBIM JIdHHBIM.

8. OcCHOBHbIE IPUHUMIIBI MOCTPOEHUS CUCTEMbI KOMILJIEKCHOM 321N ThI
uHdopManuu

[Toctpoenue cucrtemsr obecnieuenus 6e3onacHoctu [1JJn UCIIAun MAY 34TO Cesepck

«PL[O» n ee PyHKITMOHUPOBAHKE JOJKHBI OCYIIECTBISITECS B COOTBETCTBUHU CO CIIEAYIOIIMMH

OCHOBHBIMH IIPpUHIOUIIAMHU:
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— 3aKOHHOCTH;
— CHCTEMHOCTb;

— KOMIUIEKCHOCTB;

— HETPEPBIBHOCTB;

— CBOEBPEMECHHOCTH;

— HNPCEMCTBCHHOCTD U HECIIPCPBIBHOCTL COBCPIICHCTBOBAHUSA
— IepCOHaJIbHAsl OTBETCTBEHHOCTH;

— MHHHAMH3ALUS TOJTHOMOYHH;

— B3aMMO/JICHCTBUE U COTPYAHUYECTBO;

— THOKOCTb CUCTEMBI 3aIUTHI;

— OTKPBITOCTH AJITOPUTMOB M MEXAaHU3MOB 3aIIIUTHI;

— MpOCTOTa IIPUMEHEHUA CPEACTB 3AIUTHL;

— Hay4Hasi 000CHOBAaHHOCTh U TEXHUYECKAsl Pean3yeMOCTh;
— crienuanu3anus 1 npoQecCHOHAIN3M;

— 00513aTeNbHOCTh KOHTPOJIS.

8.1 3akoHHOCTH
[Ipenmosnaraer ocyiiecTBICHHE 3alIUTHBIX Meponpusatuil u paspaborky C3II[In MAY

34ATO Cesepck «PLlO» B COOTBETCTBUM C JACHUCTBYIOLIMM 3aKOHOJATEIILCTBOM B OOJIACTH

3alIUThI HI[H U JpYIrUMHU HOPMATUBHLIMU IIPABOBBIMH dKTaMHU I10 0e30IMacHOCTH I/IH(I)OpMaI_[I/II/I,
YTBCPKACHHBIX OpraHaMu FOCYHapCTBeHHOﬁ BJIaCTU W YIIPaBJICHUA B IMpCACIax HUX

KOMIICTCHIINU.

[Tonb3oBarenu u obcmyxupatromuii nepconan [In UCITIAn MAY 34TO Cesepck « PLIO»

JOJKHBI OBITH OCBEJIOMJIEHBI O TOpsAKe paboThl C 3amuiiaeMoll uHpopmauueidr u 00

OTBETCTBEHHOCTH 3a 3amuThl I1/1H.

8.2 CucreMHOCTDH
Cucremnsnii nogxon k nmoctpoennto C3I1In MAY 34TO Cesepck « PLIO» tipeanonaraet

YUYC€T BCCX B3aNMMOCBA3AHHBIX, BSaHMOHCﬁCTBYIOHlHX " U3MCHAIOMUXCA BO BPEMCHHU 3JICMCHTOB,
YCJ]OBI/Iﬁ u (I)aKTOpOB, CYHICCTBCHHO 3HAYUMBIX IJId IMOHUMAHHUA W PCIICHHUA Hp06JICMBI

o6ecneuenus 6e3omacaoctH [1Ia UCITu MAY 34TO Cesepck «PLIOy.

HpI/I CO3JaHNU CHUCTCMbI 3alllUTbl OOJIZKHBI YYHUTBHIBATHLCA BCC cinabpiec M HambOoee

ysI3BUMBIE MecTa cuctembl 00padotku I[IJIH, a Takke XapakTep, BO3MOXHBIE OOBEKTHI H
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HaIpaBJICHUS aTax Ha CUCTEMY co CTOpPOHBI HapylLIuTeaen (ocobeHHo
BBICOKOKBIN()MITUPOBAHHBIX 3JI0YMBIIUICHHUKOB), MyTH NMPOHUKHOBEHUS B PACIpEEICHHBIC
CUCTCMBI U HCI[ K PIH(bOpMaI_[I/H/I. Cucrema 3aI0UTHEI JOJKHA CTPOUTHCA C YYETOM HE TOJIBKO
BCC€X U3BCCTHBIX KaHAJIOB IIPOHUKHOBCHUS U HCH K I/IH(bOpMaI_II/II/I, HO U C Y4E€TOM BO3MOXKHOCTHU
HOSIBJIEHUS TPUHLMIIMAIBHO HOBBIX IMMYTEH peann3anuu yrpo3 0€3011acHOCTH.
8.3 KomIuiekcHOCTh

KomrutekcHoe HNCIIOJIBb30BAHUC METOA0B n CpCACTB 3alIUThI npeamnogaract
COIJIaCOBAHHOC IPUMCHCHHUC PA3HOPOAHBIX CPCACTB IpPU MNOCTPOCHUU LIGJIOCTHOP'I CUCTCMBI
3aIlIUTHI, MEPEKPHIBAIOIICH BCE CYIIECTBCHHbBIC (3HAYMMBIC) KaHAJIbl PEAIM3alMM yIPo3 M HE

conepmameﬁ c71a0BIX MECT Ha CTBhIKaX OTACIBbHBIX €€ KOMIIOHCHTOB.

3amura JIOJDKHA CTPOMTBCS  AIICNIOHUPOBaHO. JIms KaXJgoro KaHajga YTE€UYKH
uHbOpMallMl M 7S KaXJI0M yYrpo3sl 0O€30MacHOCTH JIOJDKHO CYIIECTBOBaTh HECKOJIBKO
3alUTHBIX pyOexeil. Co3maHue 3alllUTHBIX PYOEKel OCYIIECTBIISIETCS C YY4E€TOM TOTO, YTOOBI
JUTSL UX TIPEOJIOJICHUSI TIOTESHIIUAIIBHOMY 3JI0YMBIIUICHHUKY TPeOOBAIMCh MPOdECCHOHATBHBIC

HaBBIKH B HECKOJILKUX HEB3aHMOCBS3aHHBIX 00JIaCTAX.

Buemnsist  3amuTa  JopKHa  obecneuwBaThCsl  (DM3MUECKMMH  CPEACTBaMH,
OpraHM3al[MOHHBIMM U IpaBoBbIMU Mepamu. OJHUM U3 Haubosiee YKpeIUIEHHBIX pyOexei
IpU3BaHbl ObITh CPEACTBAa KPUNTOIpapUUECKOW 3allluThl, pPealu30BaHHBbIE C HCIOJIb30BAHHUEM
texHosorun VPN. IlpuknanHoil ypoBeHb 3aIllUThl, YYUTHIBAIOIIUNA OCOOCHHOCTH MPEIMETHOM
001acTH, MPEICTABIAET BHYTPEHHUN PyOexk 3alUThI.

8.4 HenpepsiBHOCTb 3a1uThI [1/1H

3ammra I[1/[H — He pa3oBoe MEpONPUATHE U HE MPOCTasl COBOKYMHOCTb MPOBEICHHBIX
MEpPONPUATUA M YCTAHOBIEHHBIX CPEJICTB 3aIlMUThl, A HENPEPHIBHBIN I€JICHANPABICHHBIN
npolece, Mpeanoaaralliii NPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX JTalax >KU3HEHHOIrO

nukia UCIT/IH.

I/ICHI[H AOJDKHBI HAXOAUTHCA B 3alIUIICHHOM COCTOSIHUH Ha IMPOTIKCHUU BCEro
BPEMCHHU HX (I)YHKI_[I/IOHI/IpOBaHI/I}I. B cooTtBeTcTBUU C 3TUM MMPUHIUIIOM HOJI?KHBI ITPUHUMATBHCA

Mepbl o HeponyueHuto nepexona MCII/IH B He3amuIIeHHOE COCTOSTHUE.

BosnbmMHCTBY (U3MYECKUX U TEXHUYECKHUX CpPEACTB 3aIIUThl IS 3PPEKTHBHOIO
BBIMIOJTHEHUsS] CBOMX (yHKIMH HeoOXoIMMa IOCTOSHHAs TEXHMYEeCKas M OpraHu3aldoHHas
(amMUHUCTpaTUBHAsA) TNOJJEpKKa (CBOEBpeMEHHass CcMeHa U o0ecledyeHrue MpaBUIbHOTO
XpaHeHUs W TpPUMEHEHHs HWMeEH, TMaposied, KiIoued mupoBaHUs, MepeonpeaeneHue
nogHoMounit u T.1.). IlepepbiBbI B paboTe CpencTB 3aIIUThl MOTYT OBITh HCIIOJIB30BAHbI

3JIOYMBINIJICHHUKAMHU JIA aHAJIM3a NPUMCHACMBIX METOAOB U CPCACTB 3alllUThI, JJIsI BHEAPCHUSA
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CHEIHUAJIbHBIX IPOTrpaMMHBIX M aNlapaTHBIX "3aKIaJoK"' W JPYTHX CPEICTB IPEOJOJICHUs
CUCTEMBI 3alUTHI TIOCIE BOCCTAHOBIICHUS €€ YHKIIMOHUPOBAHHUS.
8.5 CBoeBpeMEeHHOCTH

[Ipenmonaraer ympexaarmuid xapaktep Mep odecredenusi 6ezonacuoctu [1J{H, To ecTh
MOCTAaHOBKY 3amad mo komruiekcHoW 3amure MWCII[IH m peanusammio Mep oOecredeHus
6e3onacHoct [1/[n Ha panHux cramusax paspaborku MCIIIH B 11e10M B €€ CHCTEeMBI 3allluThl

uH(OpPMaLIH, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHl JOJDKHA BECTHCh MapaiebHO C pa3paboTKol U
pa3sBUTHEM CaMOH 3aIIUIIAEMON CUCTEMBL. JTO MO3BOJIUT YUeCTh TpeOOBaHUs OE30MACHOCTH MPU
IPOCKTHUPOBAHUN HMH()OPMAIIMOHHONW apXUTEKTyphl M, B KOHEYHOM cyeTe, co3JaTh Oosee
s dexTrBHBIE (KaK MO 3aTpaTaM peCcypcoB, TaK U MO CTOMKOCTH) 3alUILEHHBIE CUCTEMBI.

8.6 IIpeeMCTBEHHOCTb U COBEPILIEHCTBOBAHHE

[IpenmnonararoT MOCTOSTHHOE COBEPIICHCTBOBAHHE MEP W CPEICTB 3aIIUTHl MHPOPMALUU
HA OCHOBE MPEEMCTBEHHOCTH OPTaHU3AI[MOHHBIX M TEXHUYECKUX PELICHUM, KaJPOBOTO COCTaBa,
aHanuza ¢pynkuuonupoBanus UCII/IH 1 ee cucTemsl 3alIUThI C YI€TOM U3MEHEHUI B METOJIaX U
cpencTBax repexBaTa WHGOpPMAIMK, HOPMATHUBHBIX TPeOOBAHUU IO 3aIUTE, JTOCTUTHYTOTO
OTEYECTBEHHOTO M 3apyO0EKHOTO OTBITA B 3TOH OOJIACTH.

8.7 IlepcoHaibHasi 0OTBETCTBEHHOCTh

[Ipeanonaraer BO370KEHHE OTBETCTBEHHOCTH 3a olecrieueHue Oe3zomacHocTH [IJIH u
cUcTeMBbl UX 00pabOTKM Ha Ka)KJ0ro pabOTHHUKA B MpeJieNax ero noJHoMounil. B coorsercTBum ¢
STUM MPUHLIUIIOM paclipesielieHue IpaB U 00s13aHHOCTEH paOOTHUKOB CTPOUTCS TaKUM 00pa3oM,
4yTOOBI B Clly4ae JIIOOOT0 HapylleHWs KPYyr BHHOBHUKOB OBLI YETKO W3BECTEH WJIM CBEIEH K
MHUHHUMYMY.

8.8 IIpuHUIMI MUHUMHU3AIUU MIOJTHOMOYHIA

Osnavaer npeaoCTaBJICHUC I10JIB30BaTCIIsIM MHWHUMAJIBbHBIX IpaB A0CTyIa B

COOTBETCTBUHM C TIPOU3BOACTBEHHOW HEOOXOJMMOCTHIO, HAa OCHOBE IMPHHIMIA «BCE, YTO HE

Pa3peuIC€HO, 3aIIPCUICHO).

Hoctyn k II[IH momkeH MpemnoCcTaBisATHCS TOJIBKO B TOM cCliydae M OObeMe, €CIU ITO

HCO6XOI(I/IMO pa60THm<y JJIs1 BBITTIOJTHCHUSA €10 JOJIZKHOCTHBIX 00s13aHHOCTEHA.

8.9 B3aumopeiicTBHe M COTPYAHUYECTBO
HpezmonaraeT CO31aHHuC 6HaFOHpHHTHOI>'I aTMOC(i)CpBI B KOJIJICKTHBAax HOI[paBI[eHCHI/If/'I,

obecneunBaromux aestenabHocTh MCIIAun MAY 34ATO Cesepck «PL[O», nns CHUXEHHS

BEPOATHOCTU BOSHHUKHOBCHHA HETAaTHUBHBIX HGﬁCTBI/Iﬁ CBsA3aHHBIX C YCJIOBCUYCCKHUM q)aKTOPOM.
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B Takoii oOcraHOoBKe pabOTHMKH JOJDKHBI OCO3HAaHHO COOJIOAATh YCTAHOBJICHHBIC
IpaBujia M OKa3bIBATb COI[GﬁCTBI/IC B ACATCIIBHOCTHU HOI[paSI[eJIeHI/IfI TEXHHUYECKOU 3alIUThI
uHpopmanuu.

8.10 I'mbkocth cuctembl 3amuThl I1/H

[IpuHsATHIC MEPBI U YCTAHOBJICHHBIE CPEACTBA 3aIUThI, OCOOCHHO B HAYaJIbHBIN MEPHOJ
UX OSKCIUTyaTallid, MOTYT OOeCleuMBaTh KaK YpPE3MEpHbI, TaK W HEIOCTATOYHBIH YpOBEHb
3alIUThI. ILJISI 06ecnequI/m BO3MOXHOCTH BapbUpPOBAHWA YPOBHCM 3allIlMIICHHOCTH, CPCACTBA
3aIIUTHl JTOJDKHBI 00Ja[aTh OmpeeieHHOW TuOKocThio. OCOOCHHO BaXKHBIM 3ITO CBOMCTBO
SBIISICTCSL B TEX CIIy4asiX, KOIJla YCTAHOBKY CPEICTB 3allUThI HEOOXOIUMO OCYLICCTBISTH Ha
paboTaroIIyI0 CUCTEMY, HE Hapyllas Ipolecca e HOPMaIbHOTO ()YHKIIMOHHPOBAHUSL.

8.11 OTKpPBHITOCTH AJITOPUTMOB M MEXAHMU3MOB 3AIUTHI

CyTh NPHHIMIIA OTKPBITOCTH AITOPUTMOB U MEXaHH3MOB 3aIUTBl COCTOUT B TOM, YTO
3alliTa HE IOJDKHA 00eCIIeUunBAaThCS TOJIBKO 3a CUET CEKPETHOCTH CTPYKTYPHOH OpraHH3aluu 1
AITOPUTMOB (DYHKIIMOHMPOBAHUSA €€ MOJACUCTEM. 3HAHUE aJTOPUTMOB PA0OTHI CUCTEMBI 3aIUThHI
HE JIOJDKHO JIaBaTh BO3MOXHOCTH €€ MpeooJieHus (naxe aBTopam). OgHAKO, 3TO HE O3HAYAET,
4T0 HH(GOPMAIIKS O KOHKPETHOH CHCTeMe 3allUThI J0JKHA OBITh OOLICOCTYITHA.

8.12 IIpocToTa NpUMeHeHHsI CPEeACTB 3alUThI

MexaHH3MbI 3aLIUTHI JOJDKHBI ObITh HHTYUTHBHO MOHSTHBI U IPOCTHI B UCIIOJIB30BAHUH.
[IpriMeHeHre CPEeCTB 3alUThI HE JOJDKHO OBITh CBS3aHO CO 3HAHHEM CICLHUATIBHBIX S3bIKOB HIIN
C BBINOJHEHUEM JEUCTBUM, TpeOYyIOIMX 3HAYUTEIbHBIX JOMOJHUTEIBHBIX TPYI03aTpaT IMpH
00BIYHOM paboTe 3aperuCTPUPOBAHHBIX YCTAHOBIIEHHBIM MOPSIKOM TOJIb30BATENICH, a TaKKe He
JIOJDKHO TpeOOBaTh OT IOJIb30BATENsl BBIMOJIHCHUS! PYTHHHBIX MAJOMOHSATHBIX €My OIepaluii

(BBOI[ HCCKOJBKHX naponeﬁ 1 UMCH U T.,Z[.).

Z[OJ'DKHa AJOCTUT'aThCA aBTOMATHU3alls MaKCUMAJIbHOI'O YK CJia I[CflCTBHﬁ HOoJIb30BaTelIel U
agmuauctpatopos UCII/IH.
8.13 HayuyHasi 000CHOBAHHOCTb ¥ TEXHHYECKAasI Pean3yeMoCTh

I/IH(bOpMaHHOHHBIC TCXHOJIOTUH, TEXHHUYCCKUC WU IPOrpaMMHBIC CPEACTBA, CPEACTBA U
MEPbI 3alIHUTHI I/IH(I)OpMaLII/II/I JOJI?KHBI OLITH pcain30BaHbl HA COBPEMCHHOM YPOBHC pPa3BUTHUA
HAaYKM W TEXHUKH, HAYIHO 000CHOBAaHBI C TOYKH 3p€HUA OOCTHXKCHUA 3aJaHHOT'O YPOBHMA
0€e30I1aCHOCTH I/IH(i)OpMaHI/II/I U OOJDKHBI COOTBETCTBOBATH YCTAHOBJIICHHBIM HOPMaM H

TpeboBanusM 1o 6e3omacuoctu [1/1H.

C3I1I1 nomxHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BOZMOXKHBIE PUCKU JI1 KOTOPBIX U
MEpbl MPOTUBOACUCTBHMS JTHUM PpUCKAM TNPOLIIM BCECTOPOHHIOIO TEOPETUYECKYIO U

MPaKTUYECKYIO POBEPKY.
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8.14 Cneuuanau3zanus u npogeccuoHaIn3M
[Ipeanonaraer mnpuBieyeHUE K pa3pabOTKE CPEACTB U pead3allid Mep 3allUThl

uH(pOpMallMU CeNUaIN3UPOBAHHBIX OpraHU3alui, HauboJiee MOArOTOBIEHHBIX K KOHKPETHOMY
BUIY JIEATENbHOCTH MO olecnedeHuto Oe3omacHoctu [1J[H, MMerOIUX OMBIT MPaKTHYECKOM
paboThI ¥ TOCYaPCTBEHHYIO JIMIIEH3UIO Ha MPABO OKa3aHUs YCIYT B 3Toi oOnactu. Peamuzanus
AIMUHHUCTPATUBHBIX MCp MW OKCIIyaTausa CpCACTB 3alldTbl OOJDKHA OCYIICCTBIIATHCA

po¢eCCHOHAIBHO TOATOTOBIICHHBIMU criennanuctaMu MAY 34TO Cesepck « PLIO».

8.15 O0s13aTeIbHOCTH KOHTPOJIA

Hpe):[nonaraeT 00s13aTeNIBbHOCTD U CBOCBPCMCHHOCTD BBIABJICHHA U ITPECCUCHUS IOIIBITOK
HapymecHuss  YCTAaHOBJICHHBIX  IIpaBHUJI obOecrieuenuss 0E30IaCHOCTHU HI[H Ha OCHOBC
HCIIOJIB3YEMbIX CUCTEM U CPCACTB 3allIUThI I/IH(i)OpMaLII/II/I IIpHu COBCPIICHCTBOBAHHUH KPUTCPUCB U

METO/I0B OLIEHKH 3(PPEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KOHTpOHL 3a ACATCIIBHOCTBIO JIF000Tr0 I1OJIB30BATCIIAA, KaXI0T0 CPCACTBA 3allUTHI U B
OTHOIIICHUH JIFOOOro oOBEeKTa 3al0UTBl OOJDKCH OCYHICCTBJIATBCA Ha OCHOBC NPHUMCHCHHA
CpCaACTB OIICpaTUBHOI'O KOHTPOJIA u perucTtpanuu u JOJIKCH OXBaThbIBATh KakK

HCCAaHKIHMOHHUPOBAHHBIC, TAK 1 CAHKITHOHHPOBAHHBIC JEUCTBUS MOJIb30BATEICH.

Q. Mepbl, MeTOABI U CPeICTBA 00ecniedeHUus1 TpedyemMoro ypoBHsi

3alUIIEHHOCTH
Obecnieuenne TpeOyeMOro ypOBHS 3alllUIEHHOCTH JIOJDKHOCTH  JIOCTHUTAaThCs  C

HCIIOJIb30BAHUEM MCEp, METOAOB U CPCACTB Oc3omacHocTu. Bce MCPbI obecreueHus

6e3onacoctu UCIIIH nonpasnenstores Ha:

MIPaBOBBIE;

— MOPAJIbHO-OTUYCCKUC,

OpTraHHU3alluOHHBIC (aZ[MI/IHI/ICTpaTI/IBHLIe);

buznueckue;
— TeXHUYeCKHe (anmnapaTHble U IPOrPaMMHBIE).

[lepeuenr BBIOpaHHBIX Mep obOecrneueHusi Oe3omacHOCTH oOTpaxkaeTcss B Ilmane
MEPONPUATHH 0 00ECIEUEHUIO 3aIUTHI IEPCOHAIBHBIX JaHHbIX.
9.1 IIpaBoBble MepbI 3aIIMTHI

K mnpaBoBeIM MepaM 3allUThl OTHOCSATCA MAEHUCTBYIOLIME B CTpPAaHE 3aKOHbI U HHBIE
HOpPMATHBHBIE TIPaBOBbIE aKThl, perjaMeHTupylomue mpaBuia obOpamenus ¢ [1/H,
3aKpeIUISIoNINe MpaBa U 00S3aHHOCTU YYaCTHUKOB MH(OPMALMOHHBIX OTHOILIEHUH B IMpoliecce

€ O6pa6OTKI/I M HCIIOJIB30BaHUsA, a TAKXKC YCTaHABJIWBAOIMINE OTBETCTBCHHOCTHb 3a HAPYIICHUSA
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JTUX IIPaBUJI, MIPEMATCTBYS TEM CaMbIM HEIPAaBOMEPHOMY UCIONIb30BaHMIo [1JIH u ABisronmecs

CACPKUBAIOIINM (PAKTOPOM JUTsI MOTSHITMATBLHBIX HAPYIIUTEIICH.

[IpaBoBbIe MepBl 3aAIIUTHI HOCAT B OCHOBHOM YIPEXKIAONMUN, NPOPHIAKTUYESCKHNA
XapakTep U TpeOyIOT TIOCTOSIHHOW pa3bsICHUTEIBHOM pPabOTHI C MOJb30BAaTESIMU U
00CITy’)KUBAIOIIUM [IEPCOHATIOM CUCTEMBI.

9.2 MopajbHO-3THYECKHE MePbl 3aLUTHI

K MOpanpHO-3THYECKMM M€paM OTHOCATCS HOPMBI IOBEICHMS, KOTOPbIE TPaJAULHOHHO
CJIOKMJIMCh WM CKJIAJIbIBAIOTCA 1O Mepe pacnpocTtpaHeHus OBM B ctpane wiu obuectse. OTu
HOpMBI OOJIBIIEH YacCThbIO HE SBIIIOTCS 00s3aTEIbHBIMHU, KAK 3aKOHOJATEIbHO YTBEPIKICHHBIE
HOpPMAaTHBHBIE aKThl, OJHAKO, HUX HECOOJIOJEHHE BeAET OOBIYHO K MAaJCHUIO aBTOPUTETA,
IPECTHKa YeJI0BEKa, IPYIIIbI JIUL] WK OpraHu3auui. MopaabHO-3THUYECKHE HOPMBI OBIBAIOT KaK
HenucaHble (Hampumep, OOLIeNpU3HAHHBIE HOPMBI YECTHOCTH, MATPUOTH3MAa M T.I.), TaK U

HHCaHbIe, TO €CTh O(OPMIICHHBIE B HEKOTOPBIH CBOJ (yCTaB) MPaBHJI UM MPEANUCAHUI.

MopanbHO-3THUECKHE MEpbl 3allUThl SBISIOTCA MPOPUIAKTUYECKUMH U TpeOyroT
IIOCTOSIHHOW paboThl 1O CO3JaHMIO 3J0POBOIO MOPAJIBHOIO KiIUMaTra B KOJJIEKTUBax
nojapasjaeneHuid. MopaabHO-3TUUECKUE MEPhI 3alIUThl CHUYKAIOT BEPOSITHOCTh BO3HUKHOBEHUS
HETaTUBHBIX JEHCTBHUI CBSI3aHHBIX C YEJIOBEYCCKUM (PaKTOPOM.

9.3 OpranuzannoHHble (AAMUHUCTPATUBHbIE) MePbI 3AIIIUTHI

OpranuzanvoHHbIie (aAMUHUCTPATUBHBIE) MEPHI 3AIIUTHI - 3TO MEPhl OPraHU3AIMOHHOTO
XapakTepa, periameHTHpyrommue mpoueccel (yHkunonupoBanus WCII/IH, wucnonb3oBaHue
pecypcoB HCIIJIH, pesaTensHOCTh OOCTY)KMBAIOIIEro TEpCOHANa, a TaKkKe MOPSIOK
B3auMojieiicTBusl moibs3oBareneid ¢ MCII[dH Takum oOpa3om, 4ToObl B HAMOOJBIIEH CTENEHU
3aTPYAHUTh WA HUCKIIOYMTH BO3MOXKHOCTH peau3ali yrpo3 Oe30MacHOCTH WM CHHU3UTh

pa3Mep NOTEPb B ClIydac UX pCaiu3alluu.

I'maBHass 1enp  agMUHUCTPATUBHBIX  Mep, MpPEANPUHUMAEMbIX Ha  BbICIIEM
yIpaBJIeHYECKOM YypoBHE — chopmupoBaTh [lonutuky nHpopmainronHoi 6ezonacHoctu I1/IH
(oTpaxarolyro MOAXOAbI K 3amuTe WH(popMalMu) U OOECHEeYUTh €€ BBINOJHEHUE, BbLAEIA

HE00XOUMBIE PECYPChI U KOHTPOJIUPYsI COCTOSIHUE AEIL.
Peanuzanus [omutuku uadopmanuonnoit 6eszonacuoctu [11n B UCIT/IH cocTosT u3 mep
aJMHUHHMCTPATUBHOTO YPOBHS U OPTaHU3AlIMOHHBIX (IIPOLIEYPHBIX) MEP 3aIMTHI HHPOPMAIIIH.

K agMuHHMCTpaTMBHOMY YpPOBHIO OTHOCSITCSI PELIEHUS PYKOBOJCTBA, 3aTparvBarolIve
nesitenbHocTh UCTI/IH B nenmom. DT pemenus 3akperisitores B [lomutuke nHdopmannoHHon

6e3omacHocTH. [IpuMepom Takux pereHuil MOryT ObITh:
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— MPUHATHE peleHuss o (POpMHPOBAHMM WIM TEPECMOTPE KOMILJIEKCHOM
nporpaMmMbl  obecnieuenus OezomacHoctu [I/IH, ompeneneHue OTBETCTBEHHBIX 3a €€

peaIn3aluro;

— (¢opMylnupoBaHUE LeNieil, TIOCTaHOBKA 3a/a4, ONpEJCICHHE HaIlpaBICHUM

JeATEeIbHOCTH B 00acTu O0e3omacHoctu I1/1H;

— NPUHATHE pPEIICHUH MO BOMPOCAaM peau3aliil MpOorpamMMmbl 0€30MacHOCTH,

KoTOpble paccmaTpuBatoTcs Ha ypoBHe MAY 3ATO Cesepck « PL{O» B 1ienom;

— obecnieyenne HOPMATUBHO - HpaBOBOﬁ 0a3nl BOITPOCOB 0€30IaCHOCTH U T.II.

[TonuTHKa BEpXHETO YpOBHS JOJDKHA YETKO OYEPTHTH Cepy BIMSHHUA U OTPAaHUUYCHHUS
npu onpezaeneHuu ueieit 6ezomacuoctu [1/1H, onpeaenuTs kKakuMu pecypcamu (MaTepuaibHbIe,
nepcoHas) OHM OyAYyT JOCTUTHYTHI M HAWTH Pa3yMHBIH KOMIIPOMHCC MEXKIY MPUEMIEMbBIM

ypoBHeM Oe3omacHocTH U pyHKIMoHaTbHOCTRI0 UCTT/IH.

Ha OpTraHHU3allMOHHOM YPOBHEC OIIPCACIIAIOTCS ITPOLUCAYPHI U ITpaBHUJIa JOCTUKCHUA ueneﬁ

u pemreHus 3aaa4 [lomutuku napopmanonHoi 6ezomacnocty [1/{H. DTH npaBuIa onpenensior:
— KakoBa 00J1acTh MPUMEHEHHS NOJUTUKH Oe3omacHoctu [1/1H;

— KaKOBBbI POJIM U 0053aHHOCTHU JOJDKHOCTHBIX JIMI], OTBCYAOINMEC 3a IIPOBCACHUC

nonuTuku 6e3omnacHocTH [1/1H, a Tak e UX YCTaHOBHTH OTBETCTBEHHOCTB;
— KTO uMeeT npasa pocryna k I1/1H;
— KaKMMH MepaMU U cpeicTBaMu obecrieunBaercs 3ammuTa [1/1H;

— KaKuMHu MEpaMu U CpPEACTBaAMU obecneunBaeTCs KOHTPOJIb 3a CO6J'IIO,Z[€HI/ICM

BBEJICHHOT'O peXMMa 0€30IaCHOCTH.
OpFaHI/ISaHI/IOHHBIG MCPBI JOJIKHBI:

— MpeAycMaTpUBaTh PEriaMeHT MH(GOPMAIMOHHBIX OTHOIICHUH, MCKIIIOYAIOIINX

BO3MOXHOCTb HCCAHKITMOHUPOBAHHBIX JIEHCTBUI B OTHOIIICHUH 00BEKTOB 3alIUThI;

— OoIpeACyAT KOAJIMOUOHHBIC W HUCPAPXHUYCCKUC NPHUHIOHUIBI W  MCETOJAbL

pasrpanndenus nocryna K [11H;

— OMpeneNsITh  MOPSAOK  paboThl € MPOrpaMMHO-MATEMaTHYCCKUMH U
TEXHUYECKHMMH (ammapaTHble) CPEICTBAaMU 3alllUThl W KPUITO3AIIUTHl U JAPYTUX

3alllUTHBIX MECXaHU3MOB;,

— opranu3oBatb Mepbl mnpotuBoxaeiicTBus HCJ] monp3oBarensMu Ha 3Tanax
ayTeHTU(UKALUY, AaBTOPU3allMU, WJISHTUPUKAIMK, OOECIEeUNBAIONIUX TapaHTHH

peam3anuu npaB U OTBETCTBCHHOCTHU CY6’LCKTOB I/IH(I)OpMaI_II/IOHHLIX OTHOIIICHHUH.
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B OpTraHHu3allMOHHBIC MCPBI JOJIZKHBI COCTOATDH HU3:
— pernamenTa aoctyna B nomemenus UCII/Ix;

— TIOPSAZIOK JIONyCKa paOOTHUKOB K HcMonb3oBaHuio pecypcoB MCII[In MAY

3470 Cesepck «PLIOy;

— periiaMeHTa MpOIEeCcCOB BeACHUS 0a3 JaHHBIX U OCYIIECTBICHUS MOAU(UKALINN

MH(OPMALIMOHHBIX PECYPCOB;

— periiaMecHTa IponccCoOB O6CJ'Iy>KI/IBaHI/I5[ U OCYLICCTBJIICHUA MO,I[I/I(i)I/IKaI_[I/II/I

anmnapaTHbIX U mporpaMMHbIX pecypcoB UCII/H;

— uHetpykuuii  nonb3oBarenet  MCII[An  (agmunucrpatopa  MCIIH,
nonb3oBarens UCI/In);
— MHCTPYKLMSI 110JIb30BATENs IIPU BOSHUKHOBEHUH BHEIITATHBIX CUTYaIIHi.
9.4 ®u3snueckue Mepbl 3aLUTHI
@du3nyeckue Mepbl 3alIUThl OCHOBAaHbl HAa MPUMEHEHHWU Pa3HOTO POJa MEXaHUYECKUX,
ANIEKTPO- WM  3JEKTPOHHO-MEXaHMYECKUX YCTPOMCTB M COOPYKEHUH, CIlelHaIbHO
OpeJHAa3HAYCHHbIX s CO3JaHusA (U3MYECKUX MPENATCTBUM Ha BO3MOXKHBIX IYTAX
IPOHUKHOBEHUS] M JIOCTyNa IOTEHLUUAIbHBIX HapylIIMTelIed K KOMIIOHEHTaM CHUCTEMbl U
3aluuaeMon HH(popMaluy, a TaKkKe TEXHUUECKUX CPEJICTB BU3YyaJIbHOTO HAOJIIO/IEHNUS, CBSI3U U

OXPAHHOM CUTHAIU3ALUY.

duznyeckas 3alldTa 3JaHUN, TOMENIEHUH, OOBEKTOB W CpeAcTB HH(pOpMaTHU3alUU
JIOJIKHA OCYILECTBIIATHCS ITYTEM YCTAHOBIIEHHSI COOTBETCTBYIOIIMX ITOCTOB OXPAaHBbI, C IOMOIIBIO
TEXHUUYECKHUX CPEJICTB OXpaHbl WU JIIOOBIMH JPYTHMHU CIOCOOAMHU, MPEJOTBpAIIAIOIIUMU WIN
CYLIECTBEHHO 3aTPYAHSIOLIMMH IIPOHMKHOBEHUE B 3[aHHE, MOMELICHUS IOCTOPOHHMX JIMII,
XMILEHHE HHPOPMALIMOHHBIX HOCUTENEH, caMUX CpelICTB MH(OpMaTH3ALHH.
9.5 AnmnapatHo-nporpaMmmHubie cpeacTsa 3amuThl [I1H

TexHuueckue (anmapaTHO-IPOrpaMMHBIE) MEpPbI 3aLIUThl OCHOBAHbI Ha MCIOJIb30BAHUU
Pa3IMYHBIX JIEKTPOHHBIX YCTPOUCTB M CHEIUATBHBIX TTporpaMM, Bxoasammx B cocraB UCITIH u
BBITMOJIHSIOUINX (CAaMOCTOSATENBHO WK B KOMILUIEKCE C APYTUMHU CPEACTBAMU) (DYHKIUHU 3aIIUThI
(uneHTH(UKAUIO U ayTeHTU(UKALUIO MOJb30BaTeIel, pasrpaHUYeHre JO0CTyla K pecypcam,

perucTpanmio coObITUi, KpunTOrpadhuuIecKoe 3aKpeITHe HHPOPMAIUH U T.11.).

C yderom Bcex TpeOoBaHUU M mpUHIUTNIOB oOecrieueHus: 6e3omacuoctu [1/In 8 UCIT/In
MO0 BCEM HAIMPABICHUSIM 3allUTBl B COCTaB CHUCTEMBI 3aIUTHl JIOJDKHBI OBITH BKIFOUYECHBI

CIIETYFOIIAE CPEICTRA!
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— cpencTBa UaeHTU(DUKAITIT (ormo3HaBaHUS) " ayTeHTU(PUKAINH

(monTBepx)ACHUS OTMHHOCTH) mok3oBareneid UCITH;

— CpPEACTBAa pa3rpaHUYEHUs] JOCTYyNa 3apETUCTPUPOBAHHBIX IMOJIL30BATENEH

cuctembl k pecypcam UCIu MAY 34TO Cesepck « PLIOy;

— Cpe€acTtea obecrneueHust U KOHTpPOJA  HOCIOCTHOCTH  IIPOrpaMMHBIX U

MH(POPMALIMOHHBIX PECYPCOB;
— CpEeICTBa OMEPATUBHOTO KOHTPOJIS M PETUCTPALIUH COOBITHI 0€30MacHOCTH;
— Kpunrorpadguyeckue cpeacraa 3amutsl [1/1H.

YcnemHoe NpUMEHEHHWE TEXHUYECKUX CPEACTB 3allUThl HA OCHOBAHWUHU MPHHIIMIIOB
(pazmen 5) mpeAdmosaraeT, YTO BBIIOJIHEHUE IEPEUMCIICHHBIX HIDKE TpeOoBaHHM obOecredeHo
OpraHU3aIlMOHHBIMUA  (aJIMUHUCTPATUBHBIMU) MEpPAaMH W HCHOJb3yeMbIMU (U3UUYECKUMU

CpeacTBaMu 3alIMThHI:
— obecneyeHa (1)I/ISI/I‘ICCKa$I OCJIOCTHOCTh BCEX KOMIIOHCHT HCHI[H,

— Kaxnplil pabotHuk (nons3oBatens MCII/AH) unu rpynna moib3oBareieil uMeeT
YHUKQJIBHOE CUCTEMHOE MM U MHUHUMAJIbHO HEOOXOIUMBIC /JIsi BBIITOJIHEHUS UM CBOUX

(GyHKIMOHATBHBIX 0053aHHOCTEH MOJIHOMOYHS TI0 IOCTYITY K pecypcaM CUCTEMBI;

— B UCIHAn MAY 34TO Cesepck «PLO» pa3paboTka W OTIaAKa MpOrpamMmm

ocymiectisiercs 3a npeaenamu UCIIJIH, Ha ucnbITaTeIbHBIX CTEHIAX;

— BCE MU3MEHEHHUs KOH(UTypauu TeXHU4YEeCKUX U nporpammubix cpeacts UCIIIx
MIPOU3BOIATCS CTPOTO YCTAHOBJIEHHBIM MOPSAAKOM (PErUCTPUPYIOTCS U KOHTPOJIUPYIOTCS)

TOJIBKO Ha OCHOBaHUM pacnopsikeHuil pykosoactBa MAY 34T0 Cesepck « PL{Oy;

— cereBoe 000pyaoBaHHE (KOHLIEHTPATOPbl, KOMMYTAaTOPbl, MapIIPyTU3ATOPbI U
T.I.) pacrojaraercss B MecCTaX, HEJOCTYNHBIX JJisi TMOCTOPOHHMX (CIEHUANIbHBIX

MOMEIIEHUsX, mKadax, u T.11.).

e crHenMagMcTaMu (KpaTKO€ HaMMEHOBaHHME OIEepaTropa) OCYLIECTBISAETCS
HENpepbIBHOE YNpaBJI€HUE U AJAMUHUCTPATHBHAs MOAJEpKKAa (DYHKIMOHHUPOBAHUS

CpCACTB 3alllUTHI.

10. Kountpouas 3¢ppextuBHocTH cuctembl 3amutbl UCITAn MAY
3ATO Cesepck «PI1O»

Kontpons s3¢dpdexruBnoctn C3II/IH 10omKEeH OCYIIECTBIAETCS Ha MEPUOAUYECKON
ocHoBe. llenpto  KOHTponss  9((EKTUBHOCTH  SABISETCA  CBOEBPEMEHHOE  BBISBICHHE

HeHaexxamux pexumoB pabotel C3IIJIH (oTkirOYeHHE CpencTB 3allUThl, HapylIeHHE
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PCKUMOB 3alIUTHI, HCCAHKINUOHUPOBAHHOC HN3MCHCHHUC PpCXKHUMaA 3alllUThl U T.H.), a TakK

POTHO3UPOBAHKE U IPEBEHTUBHOE PearnpoBaHUe HA HOBbIE yrpo3bl Oe3omnacHocTH [1/1H.

KonTpons Moxxer mnpoBoautThesi kKak anMuHuctparopamu HCII[H (onepaTuBHBIN
KOHTpOJIb B Tiporiecce nHpopmammonHoro B3aumoneiicteus B UCII/IH), Tak ¥ npuBIeKaeMbIMU
JUIsL OTOM LEeIM KOMIIETEHTHBIMM OpraHM3alMsIMM, HMMEIOIIMMH JIMLEH3HI0 Ha 3TOT BHJ

nearenbHocTH, a Takke @CTIOK Poccun B mpeaenax e€ KOMIETEHIUH.

KOHTpOJ'IB MOXCT OCYHICCTBIIATLCA AAMHUHUCTPATOPOM KaK C IIOMOHIbIO IHOTATHBIX
CpEACTB CHUCTEMBI 3alIUThI HI[H, TaK WU C IIOMOIINBIO CICHHAJIBHBIX ITPOIrpaMMHBIX CPEACTB

KOHTPOJIA.

— Omnenka 3¢ dekTuBHOCTH Mep 3amuThl [IJI[H MPOBOIUTCS € HCIIOIB30BAHHEM
TEXHUYECKUX U MPOrPpaMMHBIX CPEACTB KOHTpPOJIS Ha MPEIAMET COOTBETCTBHUS

YCTAHOBJICHHBIM Tpe60BaHI/IHM.

11. Cdepsl oTBeTcTBeHHOCTH 32 6e3onacHocTh [1/IH
OTBeTCTBEHHBIM 3a pPa3pabOTKy Mep M KOHTpOJb Haja olecreueHueM O0e30IacHOCTU

MEPCOHANIbHBIX JaHHBIX sBiseTcss pykoBoautenb MAY 34ATO Cegepck «PL{O». PykoBonurens

MOXCT OCJICIrupoOBaTh 4YacCTb IMOJHOMOYHH II0 OO€eCIIeUeHHI0 0e30IaCHOCTH MNCPCOHAJIbHBIX

NAHHEBIX.

C(i)epa OTBE€TCTBCHHOCTH PYKOBOAUTECIIA BKJIIHOYACT CJICAYIOIINC HaIllpaBJICHUA

obecnieuenus 0e3omacuoctu [1/1H:
— IJIAHUPOBaHUE U peanusanus Mep no odecnedyenuto o6ezonacHoctu I1/1H;
— aHayu3 yrpo3 6e3onacHoctu I1/1H;

— pa3paboTKy, BHEJPEHUE, KOHTPOJIb UCIIOIHEHUS U MO/Iep)KaHUE B aKTyalbHOM
COCTOSIHMM MOJIMTUK, PYKOBOJCTB, KOHLEHIHN, TPOLEAYp, PErNIAMEHTOB, HHCTPYKLIUNA U

APYrux OpraHu3alluOHHBIX JOKYMCHTOB I1O 00ecIeYeHHIO 6C3OHaCHOCTI/I;

— obyuenne u uHdopmupoBanue nonszoBatenein MUCIInH, o nopsake paboThl ¢
[T/I1 1 cpencTBaMu 3alIUTHI;

— NpEAOTBpAlEHUE, BBISIBICHUE, PEAarupOBAaHUE W PACCIEIOBAHUE HAPYIICHHI
oe3onacHoctH [1JIH.

[Ipu B3aUMOJEHCTBUU CO CTOPOHHUMH OpraHU3alUsSIMU B ClIydasx, KOorja pabOTHUKaM

9TUX OpFaHI/I3aI_[I/II71 OpeaOCTaBIACTCA OOCTYII K 00BEKTaM 3alllUThI (pasz(eﬂ 7), C OTHMHU
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OpraHM3aIUsIMHU JOJDKHO OBITh 3aKkimoueHo «CornameHue O KOH(DUACHIHUATHHOCTHY, THOO

«Cornamenue o coonmoaeann pexxuma oezonacuoctu [1/{x npu Bemonaernu padot B UCIT .

12.  Moaeanb HApymuTeIsI 6€30NACHOCTH
Ilon napymmrenem B MAY 34ATO Cesepck «PL[O» moHMMaeTcs JIMLO, KOTOPOE B

pe3ysbTaTe YMBIIUICHHBIX WM HEYMBIIUICHHBIX JEHCTBUI MOXKET HAaHECTH yuepO0 oObeKkTaMm

3anMThI (pasaen 7).

Hapymurenu mnogpaszpenstorcss no npusHaky npunaiexsHocty k MCIIx. Bcee

HApyIUTCIU ACIATCA Ha IBE I'PYIIIIbI:

— BHEIIHME HapylHUTeNnu — (GU3MYEeCKHe JMla, He UMEIoIIMe paBa npeObIBaHus
Ha TEPPUTOPUM KOHTPOJIMPYEMOM 30HBL, B IIpelenax KOTOpoill pa3mMeuniaercs

obopynoBanue UCII/H;
— BHYTPCHHHE HAPYIIUTEIU — (U3UYECKUE JIUIA, UMCIOLIHE MPaBO MPeObIBAHUS

Ha TEPPUTOPUU KOHTPOJUPYEMOW 30HBI, B TMpeaenax KOTOPOM pa3MelaeTcs

obopynosanue UCIIdH.

Knaccupukanus HapymuTenei mnpeacrtaBieHa B Mogenn yrpo3 0e30MacHOCTH

MEePCOHANIbHBIX NaHHbIX Kaxaou UCII/IH.

13. Moaeas yrpo3 6e30macHOCTH
Hna UCIHHa MAY 34ATO Cesepck «PL[O» BBIAEIAIOTCA CIEAYIOUIME OCHOBHBIE

KaTeropuH yrpo3 0€30MacHOCTH EPCOHANBHBIX TAHHBIX:
— YIpO3bl OT YTEUKH 110 TEXHUYECKUM KaHaJIaM;

— YI'pO3bl HCCAHKIIMOHHUPOBAHHOT'O JOCTYIIA K HHQ)OpMaLII/II/IZ

"  VYrpo3bl YHUYTOXEHMs, XuileHus annapatHeix cpencts MCIIIH  Hocutenen

uHpopManuu myTeM ¢puznyeckoro gocryna k anementam UCIH;

"  yrpo3bl XMWIIEHHS, HECAHKIMOHUPOBAHHON MoAM(UKAIUU WM  OJIOKUPOBAHUS
uHpoOpMallMu 3a cyeT HecaHkIHoHupoBaHHoro jpoctyna (HCJ/I) ¢ mnpumeHenuem
MPOrpaMMHO-AINIapaTHBIX W TMPOTPaAaMMHBIX CpeAcTB (B TOM UHCJIE MPOrpaMMHO-
MaTeMaTUYeCKUX BO3AECUCTBUM);

"  yrpo3bl HE MpeJHAMEPEHHBIX JEUCTBUHN MOIb30BaTeNel U HapyIIeHUH 0e30MacHOCTH

¢byakuuonupoBanus MCII[da u C3IIJIln B ee coctaBe m3-3a cOOEB B MPOTPaMMHOM

o0ecrieyeHUH, a TaKkkKe OT Yrpo3 HEaHTPONOreHHOro (cOoeB ammaparypbl H3-3a
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HEHAJE)KHOCTU 3JIEMEHTOB, COOEB AJIEKTPONMUTAHUS) U CTUXMUHOTO (YAapOB MOJHHIA,

M0>XKapoB, HABOJHEHUH U T.I1.) XapaKTepa.
— Yrpo3bl IPeTHAMEPEHHBIX JCHCTBUN BHYTPEHHUX HAPYIIHTEIICH;
— Yrpo3bl HECAaHKITHOHUPOBAHHOTO JIOCTYIIA TI0 KaHAJIaM CBSI3H.

Omnucanue yrpo3, BEPOATHOCTb HX pcfau3allii, OINAaCHOCTb W AaKTYaJlbHOCTbH

IpeJICTaBICHB B Mojienu yrpo3 0€30macHOCTH MePCOHANBHBIX JaHHbIX Kaxaon MCIT/IH.

14. Mexanusm peanuzanuu Konuenmuu
PeaJ'II/I3aI_[I/IH KOHHCHHI/II/I J0JDKHA OCYHICCTBJIATBHCA Ha OCHOBC IIEP CIICKTUBHLBIX ITPOI'paMM

H IIJIAaHOB, KOTOPLIC COCTABJIAIOTCA HAa OCHOBAHHWH U BO HUCIIOJIHCHHC!

— (enepasbHBIX  3aKOHOB B oOiacTu  oOecriedeHuss  HWHGOPMAIMOHHON
0€30MaCHOCTH U 3aIIUTHI HHPOPMALINH;

— HOpPMaTHBHO-IIPaBOBBIX akToB [IpaBuTenscTBa Poccuiickoii deneparym;

— PYKOBOISIIIMX,  OPTaHU3AI[MOHHO-PACHIOPSAUTENBHBIX W METOAMYECKUX

nokymenToB ®CTIK Poccuu;

— notpebHoctert UCII/In B cpeacTBax obecnieueHus 6€30MaCHOCTH HHPOPMAIUH.

15.  Oxupaemslii 3pdekT oT peannzannu Konnenmun
Peanuzarus Konnenuuu 6e3onacuoctu [11a 8 UCII[IH mo3BoiuT:

— OLEeHUTh cocTosiHue Oe3onacHocTH Hpopmaruu UCIT/IH, BBIIBUTE HCTOUHUKH
BHYTPEHHMX M BHEIIHMX YIpo3 HH(MOPMALMOHHOW O€30MaCHOCTH, OHPEAEIUTh
IPUOPUTETHBIE HANPABICHUS IPEIOTBPAILEHUS, OTPAKEHUS U HEUTPAIU3aLUHU ITHX
yrpos;

— pa3paboTaTh pacCHOPSIUTENbHBIE M HOPMATUBHO-METOJUUYECKHE JOKYMEHTBHI

npumenurenbHo kK UCIT/IH;
— npoBecTu Kiaccudukanuio u cepruduxanuro MCII1H;

— HNPOBCCTU OPraHU3alUOHHO-PCKUMHBIC U TCXHUYCCKHUEC MCPOIPUATHUA 110

obecrieuenuto 6e3omacuoctu I1/Jn B UCITH;
— o0ecreyuTh He0OXOMMBIN YPOBEHD 0€30MMaCHOCTH 0OBEKTOB 3aIUTHI.

Ocy1iecTBI€HNE 3TUX MEPONPUATHI 00eCIeUnuT CO3JaHue €AUHOMN, IIeTOCTHOU U
CKOOPAMHUPOBAHHOW cucTeMbl HH(popmanuonHoi Oe3zomacHoctn MCII[IH u cospact

YCJI0BUsA HJIA €€ )IﬂJ'II)HGﬁHI@FO COBCPIICHCTBOBAHMA.



