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I[TOJIOXKEHUE O 3AIIUTE INEPCOHAJIBHBIX JTAHHBIX,
OBPABATBIBAEMBIX B 9JIEKTPOHHOM BU/IE

|. O0uIue monoKeHust

1. Hacrosimee Ilomoxkenue pa3zpaboTaHO B LENAX 3alIUTHl TEPCOHAIBHBIX JTaHHBIX,
oOpabaTbiBaeMbIX B HH(OPMAIIMOHHBIX CHCTEMax MepcoHanbHbIX naHHbIX (manee WCIIIH)
MynununansHoe aBToHoMHOe yupexzaeHue 3ATO Cesepck «PecypcHblil IeHTp 00pa3oBaHUs»
(mamee MAY 3ATO Cesepck «P1IO»), OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA, HEITPABOMEPHOTO
UX HUCIIOJIb30BAHUS UM YTPATHI.

2. Tlonoxenue ompexaenser oOecledeHHEe B COOTBETCTBUM C  3aKOHOAATENbCTBOM
Poccuiickoit ®@enepanuu 00pabOTKH, XpaHEHUS M 3aLIUTHl NIEPCOHAIBHBIX JIAHHBIX, & TaKXKe
NEPCOHAIBHBIX JaHHBIX, COAEPKAIUXCS B TOKYMEHTAX, IOJTYYEHHBIX U3 IPYTUX OpraHu3anuil, B
oOpallleHUsIX TpakJaH U UHBIX CyOBEKTOB MEPCOHAIBHBIX JAHHBIX.

3. Tlonoxenue pa3paboraHo Ha ocHoBaHuU cT.24 Konctutynuu Poccuiickoit denepanmuy,
®enepanbHoro 3akoHa Poccuiickoit @enepanuu «O mepcoHambHbIX AaHHBIX» No 152-D3 ot
27.07.2006 r., 3akoHa «O0 mHpopMauuu, nHGopMaTH3auuu U 3amuTe uHGopMmarm» Ne 149-
®3 ot 27.07.2006 r., HOpMaTUBHBIX MPaBOBBIX akTOB Poccuiickoit denepanuu B 0b6acTH
TPYAOBBIX OTHOLIEHU.

4. B HactosieM IlonoxxeHnn uCnoab3yroTCs CleAYyIOIINe OCHOBHBIE TOHSATHS:

1) TlepconanbHble AaHHBIE — Jt00ass MHGOPMAIKS, OTHOCSIIAICS K OINpPEACICHHOMY WU
onpezeNsseMOMy Ha OCHOBAaHMM TakoW wuHpopMmanuu Qusndeckomy suny (CyOBeKTy
NEPCOHANBHBIX JaHHBIX) — pa0OTHUKY, AOUTYPUEHTY, 00yUJaIOIIeMYCsl, BEITYCKHUKY;

2) Omnepatop — rocyqapCTBEHHBIH OpraH, MYHHIMMAIBHBI OpraH, HOPUANYECKOC WIH
¢u3mueckoe JMIO, OpraHu3yroUMe M (MIM) OCYHIECTBISAIOIINE 00pabOoTKy NepCOHATbHBIX
JAHHBIX, a TAKXKE OIMpPeENIONINe LEIN U colepkaHrne o0paboTKH MepCOHABHBIX JaHHBIX

3) OOpaboTka mepcoHaIbHBIX JAHHBIX - JCUCTBHS (ONIEpalui) C EPCOHATBHBIMH JAHHBIMH,
BKJIIOYas cOOp, CHCTeMaTH3alliio, HaKOIJIEHHWEe, XpaHEeHHWe, yTOYHeHue (OOHOBIICHHUE,
U3MEHEHHE), UCIOJIb30BaHUE, PACIPOCTpaHEHHE (B TOM YHMCIE Nepeaady), oOe3THMYMBaHHE,
0JIOKHpPOBAaHNE, YHUUYTOXKEHHUE MEPCOHATIBHBIX TaHHBIX;

4) PacnpocTpaHeHHWE NEPCOHANBHBIX JAHHBIX - JCHCTBHUS, HAlpaBICHHBIE Ha Mepenady
MEPCOHAIBHBIX JaHHBIX ONpEAEIEHHOMY KpYTYy JIUI (TIepeiaya MepcoHalbHbIX JaHHBIX) WA Ha
O3HAKOMJICHHE C IEPCOHAJIBHBIMM JaHHBIMH HEOTPAHMYEHHOTO Kpyra JIML, B TOM 4YHCIE
00HapoI0BaHKWE MEPCOHAIBHBIX JITAHHBIX B CPEICTBAX MAacCOBOM MH(pOpMALMH, pasMELICHHE B
UH(POPMALIMOHHO-TEJICKOMMYHUKAIIMOHHBIX ~ CETAX MM  MpEeNOCTaBlIeHHE JOCTyma K
NEPCOHAIBHBIM JaHHBIM KaKUM-TH0O0 UHBIM CIIOCOOOM;

5) Hcnonb3oBaHuEe TEPCOHATBHBIX IaHHBIX — JCHUCTBHS (ONEpalu) C NEPCOHATbHBIMU
JAHHBIMM, COBEpLIAEMbIE ONEPATOPOM B LENSIX NPUHATHUSA PELICHUH WIM COBEPLICHHS HHBIX
NeHCTBUH, MOPOXKIAIOIMINX IOPUANYECKHIE MTOCIEACTBUS B OTHOLICHUN CyOBEKTa MepCOHATBHBIX



JNAHHBIX WKW JPYTUX JIMIl JUOO WHBIM 00pa3oM 3aTparvBarolIMX IMpaBa W CBOOOABI CyOBEKTa
MEPCOHANTBHBIX JAaHHBIX WU JAPYTUX JIUII;

6) binokupoBaHHWe MEPCOHAIBHBIX JAHHBIX — BPEMEHHOE IMpeKpaimieHue coopa,
CHCTEMaTH3allu{, HAKOIUJICHHS, WCIOJIb30BAHUSA, PACIIPOCTPAHEHUS MEPCOHAIBHBIX IAHHBIX, B
TOM YHUCJIE UX MepeIayn;

7) YHHUYTOXXEHHE MEPCOHANBHBIX JaHHBIX — JICUCTBHSA, B PE3yJIbTaTe KOTOPBHIX HEBO3MOXKHO
BOCCTAHOBUTH  COJIEp)KAaHME  TEPCOHAJBHBIX JaHHBIX B  HMH(OpPMALMOHHOW  cuUcTeMe
NEPCOHANBHBIX JAaHHBIX WJIM B Pe3yJbTaTe KOTOPBIX YHUYTOXKAIOTCS MaTepUalbHbIE HOCHUTEIH
MEPCOHAIBHBIX JaHHBIX;

8) OOe3nuuuBaHHWE TMEPCOHAIBHBIX JAaHHBIX — JCHCTBHSA, B pPE3yJbTaTe KOTOPBIX
HEBO3MOXXHO OMNPEICTUTh MPHUHAJICKHOCTh MEPCOHATBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JaHHBIX;

9) UndopmarmonHas  cucTeMa  NEPCOHANbHBIX  AaHHbIXx  (mamee  WCII[n) —
uH(pOpPMaIMOHHASI CUCTEMa, MPEJCTaBISIIONIas cO00i COBOKYIMHOCTh MEPCOHATIBHBIX [IaHHBIX,
cojepkammxcss B 0a3e MaHHBIX, a TaKkKe HHPOPMAIMOHHBIX TEXHOJIOTUH M TEXHHYECKHX
CPEICTB, IMO3BOJISIIONIMX OCYHIECTBIATH OOpPabOTKY TaKWX MEPCOHANbHBIX JaHHBIX C
MCIIOJIb30BaHUEM CPEJCTB aBTOMATU3aLUU WM 0€3 UCII0JIb30BAaHUS TAKUX CPEJICTB;

10) KonpuaeHIMansHOCTh MEPCOHANBHBIX JAaHHBIX — 00s3aTeabHOE IS  COOJIIOICHHS
OTIEepPaTOPOM HJIM MHBIM TOJYYMBIIMM JOCTYI K IIEPCOHAIBHBIM JaHHBIM JIUIIOM TpeOOBaHUE HE
JOIYCKaTh UX pacmpocTpaHeHue 6e3 coryiacusi CyObeKkTa MepPCOHAIBHBIX JAHHBIX WA HaJIH4YUs
MHOT'0 3aKOHHOI'O OCHOBaHUS;

11) Tpancrpanu4Has mepeaada MepCOHANBHBIX JaHHBIX — Mepeaadya MepCOHANbHBIX TaHHBIX
onepaTtopoMm uyepe3 ['ocymapcrBeHHyr rpanully Poccuiickoii ®enepauuu Oprasy BIIACTH
MHOCTPAaHHOTO TOCyJapcTBa, (U3MUECKOMY WIH IOPUAUYECKOMY JIMIy HMHOCTPaHHOTO
rocy/1apcTBa;

12) O6mieoCTyHbIE  TEPCOHANBHBIC JAHHBIE — IIEPCOHANbHBIC JaHHbBIC, JOCTYII
HEOTrpaHMYEHHOTO Kpyra JIMI K KOTOPBIM MPEJOCTaBIEH C COMacusl cyObeKTa NMepCOHAIbHBIX
JAHHBIX WJIM Ha KOTOpble B COOTBETCTBUH C (efepabHBIMU 3aKOHAMHU HE PAaCHpOCTpaHsETCs
TpeboBaHuE cOOIII0IeHNsI KOH(UACHIIMATBHOCTH.

5. Ilepconanbhbie pgaHHble oOpaGarbiBatoTcst B MAY 3ATO Cesepck «PLIO» nmns
ocymectBieHus: ocHoBHoM nestenbHocT MAY 3ATO Cesepck «PLIO» u kagpoBoro yuera
pabOTHHUKOB.

6. Omneparopom nepcoHanbHBIX JaHHBIX sBIseTCS MAY 3ATO Cesepck «PLIO».

7. Jlomyckaercs mpuBIeKaTh A 0OpaOOTKM TNMEPCOHATIBHBIX JAHHBIX YHIOJIHOMOYEHHBIE
OpraHU3ali Ha OCHOBE COOTBETCTBYIOIIMX JIOTOBOPOB U COTJIAIIEHUH.

8. IlepcoHanbHbIe TaHHBIE SABISAIOTCA KOH(OUICHIIMATEHBIMH.

9. OGecrieueHne KOH(PHIECHIIMATHPHOCTH NMEPCOHATIBHBIX JaHHBIX HE TpeOyeTcs B ciydae
00€37TMYMBaHMS U B OTHOLIEHUH OOILEAOCTYITHBIX EPCOHANTBHBIX JaHHBIX.

I1. [Topsimok momyueHus u 06pabOTKU MEPCOHATBHBIX JaHHBIX.

10. ITony4yeHre MEPCOHATBHBIX JAHHBIX OCYIIECTBISETCS B COOTBETCTBHHM C HOPMATHBHO-
mpaBoBEIMU akTamu Poccuiickoit ®exeparuu B 00JacTH TPYIOBBIX OTHOIUICHHMA, 3alUTHI
MEPCOHANIbHBIX JAaHHBIX, HOPMAaTUBHBIMU M PacCHOpAIUTENbHBIMU JoKymMeHTamMmu MAY 3ATO
Cesepck «PLIO», Ha ocHOBe coriacus CyObeKTOB Ha 00pabOTKy MX MEPCOHATbHBIX JIaHHBIX.

11. Onepatop He BmpaBe TpeOOBATh OT CYObEKTa MEPCOHANBHBIX JAHHBIX MPEIOCTABICHUS
nH(pOpMAIUK O €r0 HAIMOHATHHOW M PacOBOM MPUHAIICKHOCTH, MOTUTHICCKUX U PETUTHO3ZHBIX
yOEXKACHHSIX U O €r0 YaCTHOM JKU3HHU.

12. be3 cornacusi cyOBEKTOB OCYIIECTBIISIETCS 00paboTKa OOIIEAOCTYIHBIX MEPCOHATBHBIX
JAHHBIX WM COJEPKAlINX TOJhKO (haMUIMKM, MMEHA W OTYeCTBa, OOpaIIeHHWl U 3alpocoB
opraHu3anuii 1 (GU3NYECKUX JIML, PETUCTpallds U OTIpaBKa KOPPECMOHACHLUHU IOYTOBOU
CBS3BIO U B MHBIX CIIy4asixX, IPEyCMOTPEHHBIX 3aKOHOAaTenbcTBOM Poccuniickoit denepanuu

13. O6paboTka M HCIOIL30BAHUE TEPCOHAIBHBIX JAHHBIX OCYIIECTBISETCS B IETSAX,
YKa3aHHBIX B COTJIANIEHUSX C CYOBEKTAaMH MEPCOHANBHBIX JAaHHBIX, & TaKKe B CIydYasXx,
MPEyCMOTPEHHBIX HOPMAaTUBHO-TIPABOBBIMU akTaMu Poccuiickoit @eaepamnuu.



14.He pomyckaeTcss NpHUHATHE HA OCHOBAaHMM HCKIIOYUTEIBHO aBTOMATH3WPOBAHHOM
00paboOTKM TIEPCOHANBHBIX MAHHBIX PEIICHUH, MOPOKAAOIMINX FOPUIUICCKHE IMOCIEACTBUSI B
OTHONICHUU CyOBEKTa NMePCOHAIbHBIX JAHHBIX UM UHBIM 00pa30M 3aTparvBaroIlUX €ro mpasa u
3aKOHHbBIE UHTEPECHI.

15. B cnywyae goctmkeHus 1ieseid oOpabOTKH MEPCOHATBHBIX JTaHHBIX, 3a()UKCHPOBAaHHBIX B
NUCbMEHHOM corniamenud, Omnepatop o00s3aH He3aMEIIUTEIbHO MpPEKpaTuTh 00paboTKy
MEPCOHAIBHBIX JAHHBIX U YHHUUTOXXUTb COOTBETCTBYIOIIME MEPCOHAJIbHBIC JaHHBIE B CPOK, HE
MPEBBIIAONIMA TPUALATA JHEH padouumx JHEH ¢ JarTbl JOCTHOKEHUS Ienu 00paboTku
MEPCOHAIBHBIX JJaHHBIX, €CIIM UHOE HE MPEelyCMOTPEeHO (efiepatbHbIMU 3aKOHAMHU.

16.IlpaBuna 00pabOTKM U  HCIONB30OBAHHMS KOHKPETHBIX IEPCOHATBHBIX  JIAHHBIX
YCTaHaBIIMBAIOTCA OTAEIbHBIMU periaMmeHTaMu U HHCTpykuusimu MAY 3ATO Cesepck «PLIO».

17. IlepconanbHple JaHHBIE MOTYT XPaHHUTHCS B OyMaKHOM H(MJIM) SJIEKTPOHHOM BHJIC
[EHTPAIIM30BaHHO WJIM B COOTBETCTBYIOLIMX CTPYKTYPHBIX HOJpPA3JCICHUSX C COOIIOJCHUEM
MPEelyCMOTPEHHBIX HOPMATHBHO-TIPaBOBbIMU akTamu Poccuiickoit denepanuu mep 1o 3amure
MEPCOHAIIbHBIX IAHHBIX.

18. Ilepedyenb CTPYKTYpHBIX MOJApa3feieHUid U (W) OTAEIBHBIX IOJHKHOCTEH, MMEIOIIUX
npaBo Ha OOPa0OTKY MEPCOHATBHBIX JAHHBIX MPEAOCTABISETCS PAOOTHUKAM CTPYKTYPHBIX
nojpasfeneHnii u(WiM) JOJDKHOCTHBIM JIMIIAaM, OIpe/eleHHbIM OTAenbHbIMH [Ipukazamuy,
pactopsiAUTEeIbHBIMA JOKYMEHTAMH W HHBIMH MTHUCHbMEHHBIMH YKAa3aHUSMHU YIOJTHOMOYCHHBIX
pabotHukoB MAY 3ATO Ceepck «PLIO».

19. IlepconanpHbple  JaHHBIE 3AMIMIIAIOTCA OT HECAHKIIMOHHMPOBAHHOTO JOCTyNa B
COOTBETCTBUU C HOPMATHBHO-NIPaBOBBIMU akTaMu Poccuiickoit denepanuu, HOpMaTHBHO-
pactops,ANTEIILHBIMUA aKTaMH M PEKOMEHIALMSAMHU PETYJIUPYIOUIUX OPraHOB B 00JIACTH 3aIIUTHI
uH(pOpMallnK, a TaKKe YTBEPKJIEHHBIMU pernameHTamu U HHCTpykussmMu MAY 3ATO Cesepck
«PLO».

I11. ITpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTh CyOBEKTA MEPCOHATBHBIX
naHHbix ¥ OmnepaTtopa npu 00padoTKe MEPCOHAIBHBIX JaHHBIX.

20. B nensax obecrieueHHsl 3aIUThl CBOUX NEPCOHAIBHBIX JAaHHBIX CYOBEKT MEPCOHATIBHBIX
JIAHHBIX B COOTBETCTBUU ¢ DenepanbHbIM 3akoHOM Poccutickoit deneparum ot 27.06.2006 1. No
152-®3 «O mepcoHaNbHBIX JaHHBIX» 34 MCKIIOYEHHUEM CIIy4yaeB, NMPETyCMOTPEHHBIX JIaHHBIM
®denepalibHBIM 3aKOHOM, UMEET MPaBo:

21. Ha nonyuenue cBeneHuit o0 Ormeparope, 0 MecTe €ro HaxOXJIEHHs, O HaJIUYUH Y
Oneparopa NEpCOHAIBbHBIX JaHHBIX, OTHOCSIIMXCA K COOTBETCTBYIOLIEMY CYOBEKTY
NEPCOHANBHBIX JAHHBIX, & TAK)KE HA O3HAKOMJICHHUE C TAKUMU I€PCOHAILHBIMU JIaHHBIMU;

22. TpeboBatp oT OnepaTopa yTOUHEHHsI CBOMX NMEPCOHANBHBIX AAHHBIX, UX OJIOKUPOBAHHUS
WIA YHUYTOXKEHUS B CIyyae, €CJIIM TMEpCOHAJbHbIE JIAHHBIC SBISIOTCS HETOJHBIMH,
yCTapeBIINMH, HEIOCTOBEPHBIMHU, HE3aKOHHO ITOTyYSHHBIMH WJIH HE SBIISTIOTCSI HEOOXOAUMBIMU
JUIS 3asIBJIGHHOW 1€ 00pabOTKH, a TakKe MPUHUMATh HPEAYCMOTPEHHBIE 3aKOHOM MEpHI IO
3alUTe CBOUX IMPaB;

23.Ha momyuyeHue mpu oOOpalleHud WIM Tpud TOJYYeHUH 3ampoca HHpopMaiuu,
Kacaromieics 00pabOTKHU €ro MePCOHABHBIX TaHHBIX;

24. Ha oGxanoBanue aeicTBuil win 6e3aeiictBust OnepaTopa B YIOJIHOMOYEHHBIH OpraH 1o
3alIuTe TPaB CyObEKTOB MEPCOHATBFHBIX JAHHBIX MK B CY€OHOM TIOPSIIIKE;

25. Ha 3amuty cBOMX NpaB M 3aKOHHBIX MHTEPECOB, B TOM YHCIIE Ha BO3MEIIEHUE YOBITKOB U
(MM) KOMITEHCAIIMIO0 MOPaJIbHOTO Bpe/ia B Cy1I€0HOM IMOPSIJIKE.

26. O6s3anHOCTH OnepaTopa rnpu cOope NepCOHATbHBIX JAHHBIX:

1) B ciyuae BBIABIACHHS HEMPAaBOMEPHOH 00pabOTKM MEPCOHATBHBIX JAaHHBIX IPH
oOpamieHnn CyO0beKTa MEePCOHAIBHBIX IaHHBIX HIIM €ro MpeICcTaBUTENs JUOO0 IO 3ampocy
CyObeKTa NMepCOHATIbHBIX JaHHBIX WM €ro MpeACTaBUTElNId JM00 YHOJIHOMOYEHHOI'O OpraHa 1o
3alUTe MpaB CyObEKTOB MEPCOHANBHBIX JaHHBIX OnepaTop 00s3aH OCYIIECTBUTH OJIOKUPOBAHHUE
HEMpaBOMEPHO 00padaThIBAEMbIX MEPCOHAJIBHBIX JAHHBIX, OTHOCAIIMXCS K ITOMY CYOBEKTY
NEPCOHANBHBIX JAaHHBIX, WIK O0OECIeYUTh UX OJOKHpOBaHHUE (eciu 00paboTKa MEepPCOHATBHBIX



JAHHBIX OCYILECTBISETCS JpPYrUM JIMLOM, JEeMCTBYIOIUM MO mnopydeHuto Onepatopa) ¢
MOMEHTa TaKoro OOpallleHUs] WIM TOJyYeHHs yKa3aHHOTO 3alpoca Ha Nepuoj MpoBepku. B
CJlydyae BBISBJICHUS HETOUHBIX MEPCOHAIBHBIX JaHHBIX IPU OOPALIEHUN CYyOBEKTa ePCOHAIBHBIX
JAHHBIX HWJIM €ro NPEeACTaBUTENs JIMOO MO HMX 3alpocy WIM MO 3alpocy YIMOJTHOMOUYEHHOTO
opraHa Io 3allUTe MpaB CyOBEKTOB MEPCOHANbHBIX JaHHbIX OnepaTop 00s3aH OCYLIECTBUTh
OJIOKMPOBaHKWE TEPCOHAIBHBIX JAaHHBIX, OTHOCAIIMXCA K JTOMY CYOBEKTY IEepPCOHAIBHBIX
JaHHBIX, WM o0ecrneyuTh HX OJIOKMpoBaHUE (ecau o0paboTKa MEepPCOHAIbHBIX JIaHHBIX
OCYILIECTBIISIETCS JPYTUM JINLIOM, AEUCTBYIOIIMM 10 nopydeHuto OnepaTopa) ¢ MOMEHTa TaKOIO
oOpalleHus WIKM IMOJy4eHHUs YKa3aHHOI'O 3alpoca Ha IEepuo] IPOBEpPKH, ecid OJOKMpOBaHUE
IEPCOHANBHBIX JAaHHBIX HE HApYIIAET MpaBa U 3aKOHHBIC MHTEPECHl CYObEKTa MEPCOHAIBHBIX
JAHHBIX WM TPETHUX JIUII.

2) B cnydae noarBepikaeHHs (akTa HETOYHOCTH IEPCOHATBHBIX IaHHbIX Oneparop Ha
OCHOBAaHMU CBEJCHHH, TMPEICTABICHHBIX CYOBEKTOM NEPCOHAIBHBIX JAHHBIX MIH €ro
IpeJCTaBUTENIEM MO0 YHOJHOMOYEHHBIM OPraHOM I10 3allUTe MPaB CyObEKTOB MEPCOHAIBHBIX
JAHHBIX, UJIM UHBIX HEOOXOIUMBIX JJOKYMEHTOB O0s3aH YyTOUYHUTH MEPCOHAIBHBIC JaHHbBIE JTHO0
o0ecrneunTh UX yrouyHeHHe (eciu o0paboTKa MEepPCOHATIBHBIX JAHHBIX OCYIIECTBISIETCS APYTUM
JUIOM, JIEUCTBYIOIIMM MO mopydeHuto Omeparopa) B TEUYEHHE CeMU PabO4YuX JHEH Co JHS
IPE/CTaBICHUS TAKUX CBEIEHUIN U CHATH OJIOKUPOBAHHE NIEPCOHANIBHBIX IaHHBIX.

3) B cinyyae BbIsSBICHHS ~ HENPAaBOMEPHOW  00pabOTKM  MEPCOHAIBHBIX  JIAHHBIX,
ocymectisiemoir  OmeparopoM WM JIMLOM, JAEHCTBYIOUIMM 10 nopydeHuto Omeparopa,
OmnepaTtop B CpOK, HE NMPEBHINAIONINNA TpeX padO4YMX JHEH ¢ JaThl 3TOTO BBIABICHHS, 00sS3aH
IPEKPaTUTh HEPAaBOMEPHYIO 00pabOTKy NepCOHANbHBIX JAHHBIX UM 00€CIIEUUTh IpeKpalleHue
HETPaBOMEPHOH 00pa0OTKM MEPCOHATIBHBIX JAHHBIX JIHIIOM, JEHCTBYIOIIMM I10 TOPYYECHHUIO
Omnepatopa. B ciydae, ecnmu obecrieduts MpaBOMEPHOCTh OOPaOOTKU NEPCOHANBHBIX JAAHHBIX
HEBO3MOXXHO, OrepaTrop B CPOK, HE MPEBBIIAIONINNA JeCITH padOouuX THEW C JAaThl BBIIBICHHS
HernpaBOMEpHOIl 00pabOTKM MEPCOHANBHBIX JAHHBIX, 0053aH YHUUYTOXKHUTh TaKUe NEePCOHAIIbHbIE
JaHHbIE WM 00ecreunTh UX yHUuYTOkeHue. OO0 ycTpaHEeHUH JOMYIIEHHbIX HApYLUIEHUH Uiu 00
YHUYTOKEHUU MEPCOHATbHBIX JaHHbIX Orneparop o00s3aH yBEIOMHUTb CyOBEKTa MEPCOHATbHBIX
JTAHHBIX WM €TO0 MPEJICTABUTEINS, a B CIIydae, eClii oOpalieHne cyObeKTa mepcoHaTbHBIX TaHHBIX
WINA €ro MpeJCTaBUTelNs JIMOO0 3ampoc YIMOJIHOMOYEHHOTO OpraHa I0 3alluTe MpaB CyObeKTOB
NEPCOHANBHBIX JAHHBIX OBLTM HAIpaBJICHBl YIMOJHOMOUYEHHBIM OpPraHOM II0 3allUTe IpaB
CyOBEKTOB MEPCOHANIBHBIX ITaHHBIX, TAK)XKE YKa3aHHBIM OpraH.

4) B ciyyae JOCTHXKEHHS IelH OOpabOTKHM TMEepCOHANBHBIX AaHHBbIX OrmnepaTop 00s3aH
OpeKpaTuTh 00pabOTKy MEpPCOHAIBHBIX JAHHBIX WIM O0ECIeYHUTh €€ IpeKpalleHue (eciau
00paboTKa TEepPCOHANBHBIX JAaHHBIX OCYIIECTBIIICTCS JPYTUM JIUIIOM, JEHCTBYIOIIUM II0
nopydyeHuto OmnepaTopa) M YHHYTOXKUTh II€PCOHAJIbHBIE JaHHBIE MIM O0ECHEYUTh MX
YHHYTOXEHHE (ecmu 00paboTKa TEepPCOHANBHBIX ITAHHBIX OCYIIECTBIISIETCS APYTHM JIAILIOM,
JeMcTBYIOIUM 110 nopydeHuto Oneparopa) B CpOK, HE MPEBbIMIAIOIINNA TPUALIATH THEH ¢ JaThl
JOCTIDKEHUSI TIeTM  O0O0pabOTKM TEepPCOHANBHBIX JaHHBIX, €CIM HWHOE HE TMPEeayCMOTPEHO
JIOTOBOPOM, CTOPOHOIM KOTOPOTO, BBIFOJONpPHOOpETaTeNIeM WIM MOPYYUTENEM IO KOTOPOMY
SBISIETCS CYOBEKT TEPCOHANBHBIX MJaHHBIX, HHBIM cOTJameHneM Mexay OrmepatopoM u
CyOBEKTOM MEepPCOHANTBHBIX JAHHBIX MO0 eciu OnepaTtop He BIpaBe OCYLIECTBIATh 00pabOTKy
NEPCOHANBHBIX JAaHHBIX Oe3 coriacusi CyObeKTa IepCOHANBHBIX ITaHHBIX Ha OCHOBaHUSX,
IPEIYCMOTPEHHBIX (eiepaTbHBIMU 3aKOHAMH.

5) B cany4yae oT3pIBa CyOBEKTOM IEPCOHAIBHBIX JaHHBIX COTJachsi Ha OOpabOTKy ero
NEepCOHANBHBIX JaHHBIX Omnepatop o00sf3aH MPEeKpaTUTh HUX OOPabOTKYy WIM O0eCIeunuTh
npekpalieHue Takol oO0paboTku (eciu 00pabOTKa MEPCOHATBHBIX JaHHBIX OCYIIECTBISETCS
JIPYTUM JIUIOM, JIEHCTBYIOIIMM Mo mnopydyeHuio Omeparopa) U B ciy4yae, €ClId COXpaHEHHE
MePCOHANIBHBIX JAaHHBIX Oojee He TpeOyercs s 1meneld oOpabOTKH TMEepPCOHATBHBIX TaHHBIX,
YHUYTOXXUTh TEPCOHAJbHbIC TaHHBIE MM O0ECIeUYUTh UX YHHUYTOXKEHHEe (eciu oO0paboTka
NEPCOHANBHBIX JAHHBIX OCYLIECTBISETCA APYTUM JIMLOM, ACHCTBYIOIIUM [0 TMOPYYEHUIO
OmnepaTtopa) B CpOK, HE MPEBHINAIONIMNA TPUALNATH ITHEW C JaThl MOCTYIJICHUS YKa3aHHOTO
OT3bIBA, €CIM  HMHOE HE  MPEAyCMOTPEHO  JOrOBOPOM,  CTOPOHOH  KOTOpOTrO,
BBITOJIONIPHOOpETAaTENeM WIM MOPYYUTEIEM MO KOTOPOMY SBISIETCS CYOBEKT MEPCOHAIBHBIX
JAHHBIX, MHBIM corjameHueM Mexay OnepaTopoM M CyOBEKTOM NEpCOHATIbHBIX JaHHBIX JIMOO



ecmn Omepartop HE BIpaBE OCYIIECTBISATH OOpaOOTKY IMEpPCOHANBHBIX JaHHBIX O€3 Corjacus
CyObeKTa TMEepCOHAIBHBIX JaHHBIX HAa OCHOBAaHUAX, TPEAYCMOTPEHHBIX (eaepaTbHbIMU
3aKOHAMHU.

6) B CIydac OTCYTCTBHA BO3MOKHOCTU YHHUYTOKCHHUA INCPCOHAJIBHBIX JAHHBIX B TCUCHUC
CpPOKa, YKa3aHHOTO B MOANYHKTax 3 - 5, Omeparop ocCymecTBiseT OJIOKMPOBAHHE TaKHX
MEPCOHAIBHBIX JAaHHBIX WK oOecrieunBaeT UX OJOKHpoBaHUE (eciau 00padoTKa MEepPCOHATHHBIX
JAHHBIX OCYILECTBISIETCS APYTUM JIMIIOM, JAEUCTBYIOIIMM 10 nopydeHuto OmepaTtopa) u
o0ecrieunBaeT YHUUTOXCHUC ICPCOHAJIBHBIX JAHHBIX B CPOK HE 60JI€C 4Y€M HICCTh MCCALICB, €CIIU
MHOM CPOK HE yCTaHOBJIECH (peiepaabHBIMU 3aKOHAMHU.

27.I1paBa Omneparopa Ha nepeady NepCOHAIBHBIX JAaHHBIX TPETHUM JIUIAM.

1) Omeparop He BHpaBe 0€3 MHUCBMEHHOI'O COTJIACHSl CYyOBEKTa MEPCOHATBHBIX TaHHBIX
nepenaBath oOpalaTbiBaeMble MEPCOHANbHBIC JAHHBIE TPETHUM JIMIAM, 33 HCKIIOUYEHUEM
CJIy4aeB, IPEAYCMOTPEHHBIX 3aKOHOAATEIbCTBOM Poccuiickoit denepanuu

2) Ilepenaya MepCOHAIBHBIX JAHHBIX CYOBEKTa TPETHHM JIMIAM JIOJDKHA MPOM3BOIAMTCS B
COOTBETCTBUU ¢ PeriiaMeHTOM nepenaun nepcoHaNbHbIX JaHHBIX TpeTbUM JinlaM ([Ipunoxenue

1).
|V OTBGTCTBGHHOCTB 3d pasrjidaliCHUC IICPCOHATIbHBIX JAHHBIX.

28. Oneparop, a TaKke JTOJDKHOCTHBIC JIMIA, BHHOBHBIC B HapyIICHWUH TpPeOOBaHUI
®epnepanbHoro 3akoHa P® «O mepcoHanbHbIX AaHHbBIX» Ne 152-®3 ot 27.07.2006, Hecyt
TPaKIaHCKYIO, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, TUCIUIUIMHAPHYIO U UHYIO TPEyCMOTPEHHYIO
3aKO0HO1aTeILCTBOM Poccutickoii denepariiu OTBETCTBEHHOCTD.

29. OTBETCTBEHHOCTh 3a coOJIfoJieHMe TpeOOBaHWI  3aKOHOJATeNbCcTBA Poccuiickoit
Oenepanun npu 00pabOTKe M MCTOIH30BAaHUH MEPCOHATBHBIX JaHHBIX BO3JAraeTcsl B MpHKa3e
00 yrBepxkaeHun llomokeHHsT W WMHBIX TPUKa3aX Ha PYKOBOAUTENECH CTPYKTYPHBIX
nojpa3fieiecHnii ¥ KOHKPETHBIX  JOJDKHOCTHBIX  Jui  Omeparopa, 00palaThIBAIOIINUX
MIepPCOHANIbHBIE TAHHBIC.

V. Ocobennoctr 00pabOTKHU MEPCOHATBHBIX JaHHBIX B HH()OPMAITMOHHBIX
cUCTeMax
NIEPCOHABHBIX JAHHBIX C UCITOJIb30BAHUEM CPEJICTB aBTOMATH3AIIHH.

30. O6paboTka NEPCOHANbHBIX JAaHHBIX B HH(POPMALMOHHBIX CHUCTEMAax IEPCOHAIbHBIX
JAHHBIX C WCIIOJIb30BaHUEM CpEACTB aBTOMATH3AlMU OCYIIECTBISIETCS B COOTBETCTBUU C
TpeOOBaHUSAMH HOPMATHUBHBIX U PYKOBOJAIIUX JOKYMEHTOB YINOJHOMOYEHHBIX (erepaabHbIX
OpraHOB HCIIOJHUTEIHHOM BIACTH.

31.He nomyckaercss obpaboTka mnepcoHanbHbIX MaHHbIX B MCII[IH ¢ wucnonp3oBaHHEM
CPeACTB aBTOMATH3aIlM{ TPH OTCYTCTBHUHM YCTAHOBJICHHBIX M HACTPOSHHBIX CPEACTB 3aIIUTHI
uHpOpMaINH;

32. PabOTHHKH yUpeXJACHUs O00sf3aHBI COONIONATh TpaBWIA W TEXHOJIOTHMH 00pabOTKH
unpopmanuu B MCII/IH, oTpakeHHbIE B HOPMATHUBHBIX JOKYMEHTaX, MPHHATHIX MPHKa30M
PYKOBOJUTEIST YIPEKICHHUSI.

33. Jlns1 BXo/1a B MH(OPMAITMOHHYIO CUCTEMY NEPCOHAIBHBIX TAHHBIX PAOOTHUK YUPEKACHUS
JIOJIKeH BBECTU MMsI U mapoiib. He momyckaroTcst pexxuMbl 0€31MapoiibHOTO (FOCTEBOT0) AOCTYIa
K Kakou-nmubo uH(OpManuu, cojepamieiics B MH()OPMAIMOHHOW CHCTEME INEePCOHAIBHBIX
JTAHHBIX.

V1. TTopsimox 06paOOTKH MEPCOHAIBHBIX JAHHBIX Ha BHEIIHUX JJIEKTPOHHBIX
HOCHTETISIX

34. O6paboTKa TEPCOHATBHBIX JAaHHBIX MOXET OCYIICCTBISTHCA B BHJIE JOKYMEHTOB B
3IIEKTPOHHOM BUjI€ ((paiiiabl, 0a3bl JaHHBIX) Ha BHEIIHUX AJIEKTPOHHBIX HOCUTEINSAX UH(OPMAIIHH.



35. IIpu 06paboTKe pa3IMIHBIX KaTErOPUid IEPCOHATLHBIX TAHHBIX JIOJDKCH MCTIOIb30BaThCS
OTJENbHBIA MaTepHaIbHbBII HOCUTENb JUIs KaXKI0W KaTeropuu MepCOHABHBIX TAaHHBIX.

36. DieKTpoHHBIE HOCHTENM HH(MOpMAIMHM, COJEp)KAIIME TEPCOHANbHBIC JIaHHbBIC,
UCTIONIB3YIOTCSL B COOTBETCTBHHM C llojoKeHHEeM O MOpsIKe ydera, XpaHeHUs U oOparieHus co
ChEMHBIMH HOCHTEJSIMH TICPCOHAIBHBIX JIAHHBIX W YUYUTHIBAIOTCS B OJKypHaJIe ydera
cocraBiieHHOM 110 opme (ITpunoxenne No2) k Hactosiemy [TosoxeHHO.

37. K kaxmomMy 3JIEKTPOHHOMY HOCHUTENI0 O(GOPMIIIETCS] ONMUCH (aiiioB, COAepKAIIMXCs Ha
HEM, C YKa3aHueM Leian 00paboTKH U KaTerOpUH MEPCOHATIBHBIX JaHHBIX.

38. IIpu HecoBMeCTUMOCTH Iiejeii 00pabOTKH MEPCOHANBHBIX JaHHBIX, 3a(PUKCHPOBAHHBIX
Ha OJTHOM DJIEKTPOHHOM HOCHUTEJIE, €CIIH AJICKTPOHHBI HOCHTENb HE TIO3BOJISIET OCYIIECTBIISAThH
00paboOTKy MEepPCOHATBHBIX MAHHBIX OTAEIBHO OT JAPYrHuX 3apUKCHPOBAHHBIX HAa TOM K€
HOCHUTEIIE TIEPCOHATBHBIX TaHHBIX, TOJKHBI OBITh IPUHATHI MEPHI IO 00ECIICYCHUIO pa3elbHON
00pabOTKH NEPCOHANBHBIX JAHHBIX, B YACTHOCTH:

1) npu  HEOOXOAMMOCTH  HCIOJB30BAHUS WM  PACIpPOCTPAHEHHS  OMPEACICHHBIX
NEPCOHANBHBIX JAHHBIX OTACIHHO OT HAXOAAIIMXCS Ha TOM YK€ MaTepPHaIbHOM HOCHUTEIE IPYTUX
NIEPCOHAIBHBIX JIAHHBIX OCYILECTBIICTCS KOMUPOBAHHUE TMEPCOHAIBHBIX JIAHHBIX, MMOJISKAIINX
pactpoCTpaHEHHIO WM  HWCIOJB30BAHUIO, CIIOCOOOM, HCKIIIOYAIOUIMM  OJIHOBPEMEHHOE
KOIIMPOBAHUE TIEPCOHAIBHBIX JIAHHBIX, HE TIOJICKAIIMX PACIIPOCTPAHCHHUIO U HCIIOJIb30BAHHIO, U
UCTIONB3YeTCs (PacpOCTPaHsIETCs) KOMUS MEPCOHATBHBIX TAHHBIX;

2) mpu HEOOXOAMMOCTH YHHUUTOXEHHUS WM OJOKHPOBAHHUS YAaCTH MEPCOHAIBHBIX JTaHHBIX
YHAYTOXKAETCS WK OJIOKUPYETCs MAaTepUAIbHBIA HOCUTEIb C MPEIBAPUTEIBHBIM KOTMPOBAHHEM
CBEJICHUH, HE TMOMISKANIMX YHHUTOXKCHHIO WM OJIOKUPOBAHHIO, CIOCOOOM, HCKIIFOYAIOIIUM
OJTHOBPEMEHHOE KOIMPOBAHHE IEPCOHAIBHBIX JIAaHHBIX, IOAJESKAIINX YHUYTOKEHHUIO WIN
OJIOKMPOBAHHUIO.

39. BuemrHue 351eKTpOHHBIE HOCUTETN MH(OPMAINH, COACpIKAIINe EPCOHATBHBIE TaHHbIE,
JIOJDKHBI XPAaHUTBCSI B CIYKEOHBIX MOMEIIEHUSX B HAJEKHO 3allMpacMbIX U OledYaThbIBAEMBIX
mkagax (ceidax). [Tpu 3TOM 10/KHBI OBITH CO3AaHbl HAJUIEXkKAIINE YCIOBHs, 00ECIeurBaoIIne
UX COXPaHHOCTb.

YHUUTOXKEHHE WM O00e3TMYMBaHME YacTH TMEPCOHAJIBHBIX JaHHBIX, €CIH 3TO
JIOIYCKAETCsl MaTepUalbHBIM HOCHTEIEM, MOXKET HPOM3BOJIUTHCS CHOCOOOM, HCKIIOYAIOIIMM
NanbHEHITyl0 00paboTKy ATHX TEpPCOHANBHBIX aHHBIX C COXpPAaHEHHEM BO3MOYKHOCTH
00pabOTKM HHBIX JaHHBIX, 3a(UKCHPOBAHHBIX Ha MaTepHaJbHOM HocuTene (yAaJeHue,
BbIMapbIBaHUE).

VII. OcHOBHBIC MPUHIUIIBI TOCTPOSHUS CUCTEMBI KOMIUICKCHOM 3aIlIUThI
uHdOopMaIuu.

40.TlocTtpoeHne  cuUCTeMbl — o0ecriedeHHss  O€30IMacCHOCTH  MEPCOHATBHBIX  JIaHHBIX
UHPOPMALIMOHHBIX cHucTeM mepcoHambHbIX AaHHBIX MAY 3ATO Cesepck «PLIO» u wux
(GYHKIIMOHUPOBAHHUE JOJDKHBI OCYILECTBISTHCS B COOTBETCTBHM CO CIIEAYIOIIUMHU OCHOBHBIMH
NPUHIUIIAMU:
® 33aKOHHOCTB;
CUCTEMHOCTb;
KOMIUIEKCHOCTB;
HENPEPHIBHOCTH;
CBOEBPEMEHHOCTb;
IIPEEMCTBEHHOCTb U HENIPEPHIBHOCTH COBEPLIEHCTBOBAHNS;
NEPCOHAIbHAS OTBETCTBEHHOCTH;
MUHHMHU3ALUS TTOJTHOMOYHIA;
B3aMMOJIEMCTBUE U COTPYIHUYECTBO;
rHOKOCTb CUCTEMBI 3aLIHTHI;
OTKPBITOCTh QJITOPUTMOB U MEXAaHU3MOB 3aIlIUTHI;
IPOCTOTA IPUMEHEHUS CPEJCTB 3aLIUTHI;



e HayyHas 000CHOBAHHOCTh M TEXHUYECKAs PEaIN3yeMOCTb;
e creuuaiu3anys u npodeccuoHaiusm;
e 00s3aTENBHOCTH KOHTPOJIS.

41. 3aKOHHOCTb
[Ipeamonaraer OCyIIECTBICHHWE 3aLIUTHBIX MEPONPUATHA M pa3pabOTKy CHUCTEMbI 3allUThI
nepcoHanbHbiXx gaHHbIX (manmee C3I1/1H) MAY 3ATO Cesepck «PIIO» B coOTBETCTBHU C
JEHCTBYIOIMM 3aKOHOAATEIbCTBOM B 00JACTU 3aIIUTHl NEPCOHATIBHBIX JAHHBIX M JPYTUX
HOPMATHUBHBIX ~ aKTOB IO  0€30MacHOCTH  HMH(OPMAIUH,  YTBEP)KICHHBIX  OpraHaMu
roCyJapCTBEHHOH BJIACTH U YIPABICHUS B IIpeesiaX UX KOMIIETEHLUH.

[Tonp3oBarenu 1 0OCITY>KUBAIOLIHIA TIEPCOHANT HH(POPMAITMOHHBIX CUCTEM MEPCOHATBHBIX
nanabix MAY 3ATO Ceepck «PLIO» momxHBI OBITH OCBEJOMIICHBI O TOPSIKE pabOTHI C
3anumaeMoi nHdopmaimei 1 00 OTBETCTBEHHOCTH 3a 3aIIUTY MEPCOHAIBHBIX TaHHBIX.

42. CucteMHOCTh

Cucremubiii mnoaxoxn k mnocrpoenuto C3I1[ln MAY 3ATO Cesepck «PLIO»
OpernonaraeT y4yeT BCEX B3aHMMOCBSI3aHHBIX, B3aWMOJEHCTBYIOIIMX M H3MEHSIOUIMXCS BO
BPEMEHHU DJIEMEHTOB, YCIOBHHA M (aKTOPOB, CYHIECTBEHHO 3HAYMMBIX IS MOHUMaHUS |
pewieHus npobsieMsl obecrieueHus: 6€30MaCHOCTH MH(OPMAIIMOHHON CHUCTEMBbl MEPCOHAIBHBIX
naHHbix MAY 3ATO Cesepck «PLIO».

43. KoMIUIeKCHOCTh

KommiekcHoe — Hcmonb3oBaHHME  METOJOB W CPEACTB  3allUThl  [PEAINOIAraeT
COIJIACOBAHHOE NPUMEHEHHE PA3HOPOJHBIX CPEIACTB IMpPHU HNOCTPOCHUU ILIEJIOCTHOW CHUCTEMBI
3alllUThl, MEPEKPBIBAIOIIEH BCE CYLIECTBEHHbIE (3HAUMMBbIE) KaHAJIbl peav3alid yrpo3 U He
coJiepKalieil ci1adblX MECT Ha CTBIKAX OT/ENIbHBIX €€ KOMIIOHEHTOB.

44. HenpepblBHOCTbH 3aIIUThI IEPCOHATIBHBIX JAHHBIX

3amuTa NepCOHANBHBIX JAaHHBIX — HE PA30BOE MEPOIPUATHE U HE NTPOCTasi COBOKYITHOCTb
IPOBEJCHHBIX MEPONPUSITUA U  YCTAaHOBJIEHHBIX CPEICTB 3alllUThl, a HENPEPbIBHBIN
LIEJICHAIIPaBJICHHBII TpoIecC, MPEANONAraloliuii MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX
JTanax >KM3HEHHOI0 IUKJIa HHPOPMAIIMOHHON CHCTEMBI IEPCOHANBHBIX TaHHBIX.

NCII/IH nomKHBI HaxOOUTHCS B 3AIIMILIEHHOM COCTOSSHUM Ha MPOTSIKEHUU BCETO
BpEMEHM MX (PYHKIHOHHpPOBaHUS. B COOTBETCTBUU € ATUM MPUHLHUIIOM JIOJKHBI PUHUMATHCS
Mepbl O HEJIOMYyIIEHHIO Mepexofa WH(POPMAIMOHHBIX CHCTEM MEpCOHANbHBIX JaHHBIX B
HE3alUIIEHHOE COCTOSHUE.

45. CBOEBPEMEHHOCTh

[Ipenmonaraer  ymnpexjaaroomuid  xapakTtep Mep  oOecnedeHus  O€30MaCHOCTH
NEPCOHAIBHBIX JaHHBIX, TO €CTh IOCTAaHOBKY 3ajad mno KomiuiekcHou 3amure MCII[H n
peanuzanuio Mep oOecredeHHs O€30MACHOCTH MEPCOHAIBHBIX JAHHBIX Ha PaHHMUX CTaJusIX
pa3paboTKy UH(OPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX JTAHHBIX B LIEJIOM U €€ CUCTEMBbI 3aIlUThI
uH(pOpMaliH, B YaCTHOCTH.

46. IIpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHHUE

[IpenmonaratoT MOCTOSIHHOE COBEPUIEHCTBOBAHNWE MEP M CPEACTB 3aIIUThl HHGOPMALTUU
Ha OCHOBE ITPEEMCTBEHHOCTH OPraHU3allMOHHBIX U TEXHUUYECKUX PELIECHUH, KaJpOBOTO COCTaBa,
aHayM3a (QYHKIMOHUPOBAHUS MH(DOPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX U UX CHCTEMBI
3alUTHI C YYETOM M3MEHEHHH B METO/AaX U CPEACTBAX IMepexBaTa MHPOPMALMU, HOPMATHUBHBIX
TpeOOBaHU MO 3alIUTe, JOCTUTHYTOIO0 OTE€UECTBEHHOTO U 3apy0eHOI0 OMbITa B 3TOM 00I1acTy.

47. TlepcoHasibHasi OTBETCTBEHHOCTh

[Ipenmonaraer BO3JOXKEHHE OTBETCTBEHHOCTH 3a obecreyeHHe 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX M CHUCTEMbl UX OOpa0OTKM Ha KaXXKJIOro pabOTHHKA B TpeAesax ero
MOJITHOMOYHMH. B COOTBETCTBMHM ¢ ATHUM NPUHIMIIOM paclpeneieHue NpaB W 00s3aHHOCTEH
pabOTHUKOB CTPOUTCS TAaKUM 00pa3oM, 4yTOOBI B CiIydae JIF0OOro HapylieHHs Kpyr BUHOBHHUKOB
ObUI YETKO U3BECTEH WM CBEJICH K MUHUMYMY.

48. TIpuHIMIT MUHUMHU3ALUH [TOJTHOMOYUH

O3HavaeT NpPeAOCTaBIEHUE IOJb30BATENIAIM MUHUMAIbHBIX IpaB JOCTyna B
COOTBETCTBUHM C IPOU3BOACTBEHHOW HEOOXOAMMOCTHIO, HAa OCHOBE IMPHUHLUIA «BCE, YTO HE
pa3pelIeHO, 3alPELICHO.



JlocTyn K MepCOHANbHBIM JAHHBIM JOJKEH MPEAOCTaBIATHCS TOJIBKO B TOM CiIydae U

o0beMe, eIl 3TO He0OX0IMMO PabOTHUKY JUIsl BBIMIOJIHEHUS €T0 JOJDKHOCTHBIX 00sS3aHHOCTEH.
49. B3auMojeicTBHE U COTPYAHHUYECTBO

[Ipenmonaraer co3manue OJIarompusATHON arMocdepsl B KOJJIEKTHBAX MOJpa3/eiIeHUH,
o0ecreunBarOIUX JeSITeNbHOCTh MH(POPMAIMOHHBIX CHUCTEM MEPCOHAIBHBIX JaHHBIX MAY
3ATO Cesepck «PLIO», mjis CHM>KEHHSI BEPOSITHOCTH BO3HUKHOBEHMSI HETATUBHBIX JCHCTBUMN
CBSI3aHHBIX C YEJIOBEUYECKUM (PAKTOPOM.

B Takoii oOcraHOBKE pabOTHHMKHM JOJDKHBI OCO3HAHHO COOJNIIONATh YCTAHOBIICHHBIE
IpaBWJia M OKa3blBaTh COJCIHCTBHE B JEATENLHOCTH MOJpa3[e/ieHUN TEXHHUYECKOM 3allUThI
uHpopmanuu.

50. T'UOKOCTh CHCTEMBI 3aITUTHI TEPCOHATBHBIX JTAHHBIX

[TpunsiThIe MEpbl U YCTAaHOBJICHHBIE CPEJCTBA 3aLIUTHl, OCOOCHHO B HaudaJIbHBIA MEPUOJ
WX OJKCIUTyaTallud, MOTYT oOecredymBaTh KaK YPE3MEpHBIA, TaK M HEIOCTAaTOYHBIA YPOBEHBb
3anuThl. [l oOecriedeHHss BO3MOXKHOCTH BapbHUPOBAHUS YPOBHEM 3alHMIEHHOCTH, CPEICTBA
3aIIUTBl JTOJDKHBI 00J1aaTh OMpeAeieHHOW TuOKocThi0. OCOOCHHO BaXKHBIM 3TO CBOWMCTBO
ABIIIETCS. B TE€X CJIydYasX, KOTJla YCTAaHOBKY CPEJICTB 3alUThl HEOOXOJMMO OCYILIECTBISATH Ha
paboTaroNIy0 CUCTEMY, HE HapyIas mpolecca € HOPMaTbHOTO (PYHKITMOHUPOBAHUS.

51. OTKpBITOCTH aJITOPUTMOB M MEXAHU3MOB 3aIUThHI

CyTh NpUHIMIIA OTKPHITOCTH aJITOPUTMOB M MEXaHHU3MOB 3aIMTHl COCTOUT B TOM, YTO
3alUTa He JIOJDKHA 00eCleYnBaThCs TOJIBKO 33 CUET CEKPETHOCTU CTPYKTYPHOU OpraHu3alul 1
IrOpUTMOB (PYHKIIMOHUPOBAHUS €€ MOJICUCTEM. 3HAaHNE AJITOPUTMOB padOThl CUCTEMBI 3aIUThI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ IpeojolieHus (naxe aBTopam). OgHAKO, 5TO HE O3HAYAET,
9T0 HH(POPMAIUA O KOHKPETHOIH CHCTEME 3alUThI JOJDKHA ObITh 00IIEI0CTYITHA.

52. IIpocToTa mpUMEHEHUs CPECTB 3AIUThHI

MexaHu3MBbI 3alIUTHl JOJDKHBI OBITh MHTYUTUBHO MOHSATHBI M TIPOCTHI B UCITOJIb30BAHUU.
[TprMeHeHne CpelICTB 3alIUThl HE JOMKHO OBITh CBS3aHO CO 3HAHUEM CHEIHANbHBIX S3bIKOB UIIH
C BBHITMIOJTHCHUEM JICHCTBUN, TPEOYIOIINX 3HAYUTEIHHBIX JOMOJHUTEIBHBIX TPYI03aTPaT IMPH
00BIYHOI paboTe 3aperucTpUPOBAHHBIX YCTAHOBIEHHBIM MOPSIKOM IOJIb30BaTENeH, a TakKe He
JIOJDKHO TpeOOBaTh OT TOJB30BATENSI BBIMOJIHCHUS PYTUHHBIX MAJIOMOHATHBIX €My OIepanuid
(BBOJI HECKOJIKUX Mapojie U UMeH | T.1.).

JlomkHa TOCTUraThCsl aBTOMATU3alMs MAaKCUMAJIBHOTO YHCJIa JICMCTBHI MOJIb30BaTENICH
Y aJIMUHHACTPATOPOB WH(OPMAITMOHHON CUCTEMBI IIEPCOHATBHBIX JTaHHBIX.

53. Hay4nast 000CHOBaHHOCTh U TEXHUYECKAS PEATH3YEMOCTh

HudopmMalinoHHbIE TEXHOJOTHH, TEXHUYECKHE M MPOTpaMMHBIC CPEICTBA, CPEACTBA U
MeEpBI 3alIUTHl HHPOPMAIMK JTOJKHBI OBITh PEaTM30BaHBI HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKH WU TEXHUKH, HAyYHO OOOCHOBAHBI C TOYKH 3pPEHHUS JOCTHUKEHHS 3aJlaHHOTO YpPOBHS
Oe3omacHOCTH HWHGOPMAlMM M JODKHBI COOTBETCTBOBAaTh YCTAaHOBJIEHHBIM HOpMam U
TpeOOBaHUSM MO OE30MACHOCTH MEPCOHATBHBIX JTaHHBIX.

C3I1du nomxHa ObITh OPUEHTUPOBAHA HA PEIICHUS, BO3MOKHbBIE PUCKU JJIsi KOTOPBIX U
MEpbl MPOTHUBOACHCTBHS JTHM pPUCKAM TIPOILIM BCECTOPOHHIOID TEOPETUYECKYID U
MPAKTUIECKYIO TIPOBEPKY.

54. Cneunanuzanus v npoecCuoHaIN3M

[Ipenmonaraer mnpuBiedeHHEe K pa3paboTKe CPEACTB M peau3allid Mep 3alluThl
uH(pOpMAIIUU CTIENUATN3UPOBAHHBIX OpPTaHU3alui, HanOoJee MOATOTOBICHHBIX K KOHKPETHOMY
BUJY JI€ATEIbHOCTH MO O00ecreueHnto 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX, UMEIOIIMX OIBIT
MPAKTUYECKOH padoThl W TOCYJAPCTBEHHYIO IHUIEH3UIO HA TMPABO OKa3aHHUs YCIyr B ITOU
obOnactu. Peanu3anusi agMUHUCTPATUBHBIX MEp M O3KCIUTyaTallds CpPEICTB 3aIIMTHI JIOJDKHA
OCYIIECTBISATHCS TpodeccnoHanbHo noarotoBneHHbiMu crieranuctamu MAY 3ATO Cesepck
«PLIOw».

55. O06s3aTeNnbHOCTD KOHTPOJIA

[Ipenmonaraer 00sA3aTeIbHOCTh M CBOEBPEMEHHOCTH BBISIBJICHUS U MPECEUYECHUS MOTBITOK
HAPYIICHUS YCTAHOBJICHHBIX TpPaBHI OOecreueHus] 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX Ha
OCHOBE HCIIOJIb3YEMbIX CHCTEM M CPEICTB 3allUThl HHPOpPMAIMH HPU COBEPIICHCTBOBAHUU
KPUTEPUEB U METOJIOB OLIEHKU 3((HEKTUBHOCTH ITUX CHCTEM U CPE/CTB.



KoHTposb 3a NeATenbHOCTHIO JIFOOOTO TOJIb30BATEINSI, KaXIOT0 CPECTBA 3allUThl U B
OTHONICHUH JIOOOTO OOBEKTa 3allUThl JOJHKEH OCYIIECTBISITHRCS HA OCHOBE NPUMEHEHUS
CPEICTB  ONEPATHBHOTO KOHTPOJS W  PETUCTpAllMd W JIOJDKEH  OXBaThiBaTh  Kak
HECAHKI[MOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHBIC IUCTBUS M0JIb30BATENCH.

VIII. Mepsl, MeTOABI U CpeCcTBa 0OECTIEUEHHS TPEOYEMOTr0 YPOBHS

3allIMIIIEHHOCTH

56. O6ecrieuenrie  TpeOyeMOro YypOBHS — 3alIMIIEHHOCTH  JOJDKHO  JOCTUTAThCA  C
UCIIOJIb30BAaHUEM Mep, METOJOB M CpeAcTB Oe3zomacHocTH. Bce Mepwsl obecrieueHus
0e30macHOCTH HH(POPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX TAHHBIX TOPA3ICISIOTCS Ha!

® 3aKOHOJIaTeIbHBIC (ITPABOBHIC);

®  MOpPaJbHO-3TUYECKHUE;

® OpraHu3alrOHHbIC (AAMUHUCTPATUBHBIC);

e (usHnUecKue;

e TexXHHYECKHe (ammapaTHbIe U IPOrpPaMMHBIE).

57. 3akoHonaTenbHbIE (IPaBOBbIE) MEPHI 3AILUTHI

K npaBoBbIM MepaM 3aIlIMTBl OTHOCSTCS ACMCTBYIOLIME B CTpPaHE 3aKOHBI, YKa3bl W
HOPMAaTUBHBIC aKTHI, PETIAMEHTUPYIOIIUE TpaBHiia OOpaIIeHUs C MEPCOHATBHBIMHA JTAHHBIMH,
3aKpeIUISIoNINe MpaBa U 00SI3aHHOCTH YYAaCTHUKOB MH(OPMAIMOHHBIX OTHOILIEHUH B MpoIlecce
ec 00pabOTKH M WCITOJIb30BAHUS, & TAK)KE YCTAHABIIMBAIOIIUE OTBETCTBCHHOCTH 32 HAPYIICHHUS
STUX TMpaBWi, MNPEHATCTBYS TEM CaMbIM HENPABOMEPHOMY HCIIOJIb30BAaHUIO MEPCOHANBHBIX
JAHHBIX W SBIISIOIINECS CACPKUBAIOIIAM (DAKTOPOM TSI TOTCHIIMATBLHBIX HAP YIIUTEIICH.

[IpaBoBble Mephbl 3alIUTBI HOCSIT B OCHOBHOM YIPEXAAOIIUNA, MPOPUIAKTHUECKHUM
XapakTep W TPEOYIOT TMOCTOSHHOW pPa3bSICHUTEIBHOW pabOTBI C IONB30BATEISAMU U
00CITYKUBAIOIIIM IIEPCOHATIOM CUCTEMBI.

58. MopallbHO-3THYECKUE MEPHI 3aIUTHI.

K MopanbHO-3THYECKMM MepaM OTHOCATCS HOPMBI MOBEIEHUS, KOTOPhIE TPAIUIIHOHHO
CJIOKWJTUCH WJIM CKJIQJIBIBAIOTCS 110 Mepe pacnpocTpaHeHuss OBM B crpane wim oOmiectse. ITH
HOPMBI OOJBIIEH YacThiO HE SIBISIOTCA 00s3aTENbHBIMH, KaK 3aKOHOJATENLHO YTBEPXKICHHBIC
HOPMAaTUBHBIC aKThI, OJHAKO, WX HECOOJIOJeHHE BeJCT OOBIYHO K ITaJICHUI0 aBTOPHTETA,
MpecTHKa YeTI0BEeKa, TPYMIIbI JIHUI] HIIK OpraHu3aiui. MopalbHO-3TUYECKHUE HOPMBI OBIBAIOT KaK
HenmucaHble (HampuMep, OOIIeTNpPU3HAHHBIE HOPMBI UYECTHOCTH, MATPUOTH3Ma U T.I.), TaK U
MUCcaHbIe, TO €CTh O()OPMIICHHBIC B HEKOTOPBIN CBOJ (YCTaB) MPABUII HITH TIPEITUCAHHA.

MopanbHO-3THUECKHE MEpbl 3allUThl SBISIOTCA MPOYUIAKTUYECKUMH U TpeOyroT
MIOCTOSIHHOW pa0OThl 10 CO3JaHHWIO 3J0POBOTO MOPAJIBHOTO KIIMMara B KOJUIEKTHBAX
nozpaszeneHnii. MopanbHO-ITHYECKHE MEphl 3alllUThl CHIKAIOT BEPOSTHOCTh BO3HUKHOBEHUS
HETaTUBHBIX JICHCTBUI CBSI3aHHBIX C YEJIOBEYCCKUM (PaKTOPOM.

59. Opranu3zanuoHHbIe (aAMIHUCTPATHBHBIC) MEPHI 3AIIUTHI.

Opranu3anyoHHble (aMUHUCTPATHBHBIC) MEPBI 3aIIUTHI - 3TO MEPhl OPraHU3aMOHHOTO
XapakTepa, PErIaMEeHTUPYIONIUE MPoLecchl (YHKIIMOHUPOBAHUS WH(GOPMAIMOHHBIX CHCTEM
MEePCOHAIBHBIX JIAHHBIX, MCIOJIL30BAaHUE PEeCypCcOB WH(MOPMAMOHHBIX CHCTEM IePCOHATBHBIX
JMAHHBIX, JESITETbHOCTh OOCIYKHMBAIOIIETO TMEpPCOHANa, a TakkKe IMOPSI0K B3aWMOACHCTBUS
MOJIb30BaTelIe ¢ WH()OPMAITMOHHBIMH CHCTEMaMH TEPCOHAIBHBIX JAHHBIX TaKUM 00pa3oM,
4TOOBl B HAaWOOJBIICH CTETEHU 3aTPYAHUTh WM HCKIIOYHUTH BO3MOXKHOCTH PEaTU3alluy yrpo3
0€30IaCHOCTH WJIM CHU3HUTH pa3Mep MOTeph B CIydae UX peai3allii.

[maBHass 1enb  AAMUHHCTPATHBHBIX  MEp, MNPEANPUHUMAEMBIX HA  BBICIIEM
yIpaBJICHYECKOM ypOBHE — CcGOPMHUPOBATh MOJUTUKY HWHGOPMAIMOHHON O€30MacHOCTH
MEPCOHAIBHBIX JAHHBIX (OTPAKAIOUIYI0 MOAXOIbI K 3aluTe WHPOpMAIMU) U O0OCCICUUTh ee
BBITMIOJTHEHHE, BBIIEISAS HEOOXOJUMbIE PECYPCHI U KOHTPOJIUPYS COCTOSIHUE JIEII.

Peanu3zanuss monuTHKH HHPOPMAIIMOHHOW OE30MACHOCTH TMEPCOHANBHBIX JIaHHBIX B
NCTIIH cocTosT U3 Mep aAMUHUCTPATUBHOTO YPOBHSI M OpPTraHU3AIMOHHBIX (MPOIEAYPHBIX) MEp
3aMUTHl UHHOPMALIUH.



K aamuHHCTpaTUBHOMY YpPOBHIO OTHOCATCS PEUICHHsS] PYKOBOJCTBA, 3aTparuBalolue
JESATEIBHOCTh PAacCMaTPUBAEMBIX B LIEJIOM. JTU PELIEHUS 3aKPEIULIFOTCS B JIOKAIbHBIX aKTax
MAY 3ATO Cesepck «PLIO». [Ipumepom Takux pemieHuit MOTyT OBITh:

1) npunHsTHe peuieHHs O (OPMUPOBAHMU WIIM TIEPECMOTPE KOMILUICKCHOW MPOrpaMMbI
oOecrieueHrs 0€30MaCHOCTU MEPCOHAIBHBIX JaHHBIX, OMNpPEIEJICHHE OTBETCTBEHHBIX 3a €€
peanu3anuio;

2) dopmynupoBaHue 1ejIel, MOCTAaHOBKA 3a/1a4, ONpe/eCHNEe HANPABICHHH AEITeIbHOCTH
B 001acTH 0€30I1aCHOCTH EPCOHAIBHBIX IaHHBIX;

3) mpuHATHE pPEUICHHI MO BOMPOCAM pealn3allid MPOrpaMMbl OE30IACHOCTH, KOTOpBIC
paccmatpuBaroTca Ha ypoBHE MAY 3ATO Ceepck «PLIO» B 1ienom;

4) obecrieyeHne HOPMATUBHOM (TIPaBOBO#T) Oa3bl BOIIPOCOB OE30MACHOCTH H T.II.

[TonuTuka BEpXHEro YpOBHS JOJDKHA YETKO OYEPTUTh cepy BIUSHUA U OTPaHUUYCHUS
IpU ONpENEICHUM Lened 0e30IaCHOCTU IEPCOHANbHBIX JIaHHBIX, OIpPEAEIUTh KaKUMU
pecypcamu (MaTepHalibHbIE, TIEpCOHAN) OHHM OYAYT MOOCTUTHYTHI W HaWTU pa3yMHbIN
KOMIIPOMHCC ~MEXIy NpPUEMIIEMBIM YpOBHEM O€30MacHOCTH ¥  (YHKIMOHAJIBHOCTHIO
MH(OPMAILIMOHHBIX CUCTEM.

Ha opranuzanmoHHOM ypoBHE OIIpENEISIOTCS IPOLEAYPhI U IIPaBUiia JOCTUKEHUS 1iesIei
U peuleHus 3a/1ady MOJIUTUKH HH(OPMAIMOHHOW O€30MacHOCTH MEPCOHANbHBIX MaHHBIX. DTU
IIpaBUJIa ONPEAEIISAIOT:

® KaKOBBI POJIU M 00S3aHHOCTHU JOJKHOCTHBIX JIMII, OTBEYAIOIIHE 32 MPOBEACHNE MOTUTUKU

0€30MacHOCTH NEPCOHATIBHBIX JIaHHBIX, a TaK K€ UX YCTAHOBUTh OTBETCTBEHHOCTD;

e KTO MMEEeT Mpasa JAOCTYIa K MePCOHATIbHBIM JaHHbIM,

® KaKMMHU MEpaMHU U CPEJCTBAMH 00ECIIeUYnBACTCS 3alUTA IEPCOHATBHBIX TaHHBIX;

® KakMMHU MEpaMH U CpeJICTBaMU 00eCledrBaeTCss KOHTPOJIb 32 COOIIOACHUEM BBEICHHOTO

pekuma 6e30MacHOCTH.

OpraHuzalvoHHbIE MEPbI TOJIKHBI:

1) mpenycMaTpuBaTh — perjaMeHT  WH(GOPMALMOHHBIX  OTHOIICHUH,  MCKIIOYAOIINX
BO3MO>XHOCTh HECAHKIIMOHUPOBAHHBIX AEHCTBUI B OTHOIIEHUH OOBEKTOB 3aIUTHI;

2) ompeaeNaTh KOAIMIMOHHBIE W HMEPApXMYCCKHE MPHHIMIBI U METOJbl pa3rpaHHYCHUsI
JO0CTyTa K MePCOHAIBHBIM JaHHBIM;

3) ompenenaTh MOPSIOK pPabOTBl € MPOrPaMMHO-MATEMATHUYECKUMH W TEXHUYCCKHMH
(ammapaTHbl€) CpeICTBAMHU 3aIUThl U KPUITOZALIUTHI U IPYTUX 3alIUTHBIX MEXaHU3MOB;

4) opraHM30BaTh MeEpbl MPOTHUBOACHCTBHS HECAHKIMOHMPOBAHHOIO JOCTyNa Ha JTamax
ayTeHTU(UKallUY, aBTOPU3aLUHU, HJIEHTU(UKALWK, OOECHEeUMBAIOIINX TapaHTUU peaTru3aluu
IPaB U OTBETCTBEHHOCTH CyOBEKTOB MH(POPMALIMOHHBIX OTHOLICHUH.

Jnst ocyliecTBiIeHUs MEPONPUATHNA TO 3amuTe NepcoHanbHbIX AaHHBIX B HWCII/IH
YUpEXKACHUEM pa3palaThIBAIOTCS U YTBEP)KIAIOTCS MPHUKA30M DPYKOBOIMTENS YUPEKICHHS
COOTBETCTBYIOIIME PETIIAMEHTHI U HHCTPYKLIUU.

[Tonpaznenenue, obecneunBatomniee 3amuty VUCII/IH, Bener XKypHan mosK3eMIUISIpHOTO
ydera cpencts 3ammuthl HHGopmanuu ([Tpunoxenue Ne 3).

60. Kaxxnoe moapasaenenue, okciutyatupytomee MCII[IH  wunm  pabortaromee ¢
MEPCOHAIBHBIMU IaHHBIMU Ha AJIEKTPOHHBIX HOCUTENISX, BEJIET CIEAYIOIIYIO TOKYMEHTAIIHIO!

1) XypHnan ydera cheMHBIX HOCUTENEH epCOHaNbHBIX NaHHBIX ([Ipunoxenue Ne 2);

2) XKypuan yuera oOpalieHUil CyOBEKTOB MEPCOHAIBHBIX JIAHHBIX O BBIMOJHEHUH HX
3aKOHHBIX TMpaB, NpH O0OpPabOTKE NEePCOHAIBHBIX JaHHBIX B HH(POPMALMOHHON cHCTeMe
nepcoHanbHbIX HaHHbIX ([Tpunoxenue Ne 4);

3) XKypnan nmpuema/mepenaun ChbeMHBIX HOCHTENEH NepcoHadbHbIX aaHHbIX ([IpumoxxeHne
Ne 5);

61. B MAY 3ATO Cesepck «PLIO» Benércs KypHan yuera HHCTpYKTakel / 03HAKOMJIICHHS
C JOKyMEHTaMHu M0 oOecreueHrni0 WHGOPMAIMOHHOW O€30MacHOCTH TEePCOHAIBHBIX JaHHBIX
(TTpunosxenue Ne 6).

62. [Ipu padote B cetu UnrepHetr Bce padotHnkn MAY 3ATO Cesepck «PLIO» momkHbI
BBITOJIHATH TpeOoBaHMs PeriameHTa MCHONIB30BaHUS PeCypcoB riobanbHOM cetn MHTEpHET
(TTpumosxerue Ne 7)

63. duznyeckre Mephl 3aLUTHI.



®usnueckue Mepsl 3alIUThl OCHOBAaHbl HA MPUMEHEHUH PA3HOTO POJIa MEXaHHMYECKHX,
NIEKTPO- WM  JJIEKTPOHHO-MEXAHMYECKUX YCTPOMCTB M COOPYKEHHUH, CIELHaIbHO
NpelHa3HAYeHHBIX JJIs CcOo3JaHus (U3MYECKUX NPENATCTBUH HAa BO3MOXHBIX IYTAX
IIPOHUKHOBEHUS U JOCTyla IOTEHLMAJIbHBIX HAPYIIUTEIEHM K KOMIIOHEHTaM CHCTEMbI U
3aluIaeMoil nH(opMalnY, a TAK)Ke TEXHUYECKUX CPEJCTB BU3yaJbHOTO HAOIIOIEHUS, CBSI3U U
OXPAHHOM CUTHAIU3ALUU.

Bce cepBepa 0a3 maHHBIX HAXOAATCS B OTIEIbHOM IOMEILEHUH, JOCTYI B KOTOpPOE
paspelieH TOJbKO Pa0OTHHKAM, MMEIONIMMU COOTBETCTBYIOIIEE Pa3pelieHUe OT PYKOBOCTBA
opranuzanuu. KitodeBble IUCKETHI, MapoJid U TMpodas KOH(PHUAECHUUANbHAsS HHPOpMAIUI
XpaHuTcs B ceddax wuiIm MertauiMueckux mKkadax ¢ 3aMkamu. Bxom B momenieHue
OCYIIECTBIISIETCS 4YEpe3 METANIMYECKYI0 [JBEpb, OCHAIlEHHYI0 3aMkaMmu. Ilomemenue
000pyIOBaHO TPHHYIUTEILHON BEHTWISAIMEH W TOXKapHOW curHanmmzamuei. Jloctym B
[IOMEILEHUE TMOCTOPOHHUM JHMIaM 3amnpeuieH. TeXHUYECKUH NepCcoHall, OCYILECTBIISIOLINMI
yOOpKy TOMEIIEHUsI, PEMOHT OOOpYyIOBaHUs, OOCTY)KMBaHHWE KOHAWULMOHEpAa M T.M. MOXKET
HAXOJUTHCS B MOMEUICHUU TOJIBKO B MPUCYTCTBUU PAOOTHUKOB, MMEIOLINX MPABO HAXOAUTHCS B
JAHHOM TIOMEIICHHH B CBSI3U C BBHIMOJHEHHEM CBOMX JOJDKHOCTHBIX OOsi3aHHOCTEH. JlocTyn B
MIOMEILEHUE B HEYPOUHOE BPEMs WM B BBIXOJHBIE U IPA3JIHUYHBIE JTHU OCYLIECTBISIETCS C
nucbMeHHoro paspeenus gupekropa MAY 3ATO Cesepck «PLIO».

dwusnueckas 3amUTa 3/7aHUM, TOMEIIEHHH, OOBEKTOB M CpPEACTB HH(OpMaTHU3AIUH
JIOJIKHA OCYILIECTBIIATHCS ITYTEM YCTAHOBJIEHUSI COOTBETCTBYIOIIUX [TOCTOB OXPaHbI, C HIOMOLIBIO
TEXHUYECKUX CPEJCTB OXPAHbI WM JIFOOBIMH JIPYTUMHU CIOCOOAMH, MPEIOTBPAIIAIOIINMHA HIIH
CYILLIECTBEHHO 3aTPYAHSIOIIMMHA IPOHUKHOBEHUE B 3[aHUE, TOMEIICHHSI IMOCTOPOHHUX JIULI,
XHILEeHHE NHPOPMALMOHHBIX HOCUTEJICH, CAMHUX CPEICTB HH(POPMATH3AIHH.

64. AnnapatHo-nporpamMHubie cpeactsa 3amuTel UCITIH.

TexHuueckue (annmapaTHO-MPOTrPAMMHBIE) MEPBI 3alllUThl OCHOBaHbI HAa MCIOJIb30BaHUU
Pa3IMYHBIX MIEKTPOHHBIX YCTPOMCTB U CHEIMAIBHBIX ITporpaMM, Bxoadmux B coctas UCII/IH n
BBITMOJIHSIOUINX (CAMOCTOSATENBHO WM B KOMILUIEKCE C APYTUMHU CPEACTBAMU) (DYHKIUHU 3aIIUThI
(upeHTH(UKAUIO U ayTeHTH(UKALUIO IOJIb30BaTENeH, pasrpaHMYeHHE JOCTyNa K pecypcam,
perucTpanuio coobITui, KpunTorpadpuyeckoe 3aKpbITHe UHPOPMALIUU U T.11.).

C yderoM Bcex TpeOOBaHMN M NMPUHLMUIOB OOecredeHus: 0€30MacHOCTH MEePCOHATBHBIX
JaHHBIX U MH(GOPMAIMOHHBIX CHCTEMax MO BCEM HANpaBJICHUSIM 3alUThl B COCTaB CHUCTEMBI
3aIUTHI TOJDKHBI OBITh BKJIFOUEHBI CIIEAYIOIINE CPEACTBA:

1) cpeactBa wuacHTU(HKAUUK (OMO3HABaHWS) M ayreHTHU(UKAIMU  (TTOITBEPIKICHUS
HOJUIMHHOCTH ) OJIb30BaTeNe HH(POPMALIMOHHBIX CUCTEM MEPCOHATIbHBIX JJAHHBIX;
2) cpeicTBa pa3rpaHUYCHHs JIOCTYyNA 3apETHCTPUPOBAHHBIX IOJIB30BATENICH CHCTEMBI K

pecypcam UCII/IH;

3) cpenctBa obecrieueHHss U KOHTPOJIS IEJIOCTHOCTH MPOrPAMMHBIX W HH()OPMAIIMOHHBIX
pecypcos;

4) obs3aTeNbHOE pe3epBUPOBaHKME Bcel HH(POPMAIMH, HMEIOMICH KOH(GHUICHIIHATbHBINA
XapakTep;

5) ny6nupoBanue WHGOPMAILIUN C UCIIOIB30BAHUEM PA3IUYHBIX (PM3HUECKUX M aIrapaTHBIX
HOCHUTEIIEH,

6) cpencTBa ONEPATHBHOTO KOHTPOJISI U PETHCTPALIMU COOBITHI O€30MaCHOCTH;

7) xpunrtorpaduvyecKkue CpecTBa 3aIIUThI IEPCOHATBHBIX JTaHBIX.

65. YcnenHoe mpuMEHEHNE TEXHUYECKUX CPEACTB 3allUThI HA OCHOBAHWHW TIPEICTABICHHBIX
BBIIIIE TPHUHIMIIOB TMPEANONAraeT, YTO BBIMOJHEHUE TEPEUYNCICHHBIX HIDKE TpeOoBaHUMI
00eCreYeHo OpraHM3allMOHHBIMH  (3IMUHUCTPATUBHBIMH) MEpPaMH H  HCIIOJb3yeMBIMHU
(U3HYECKUMU CPEJICTBAMH 3aAIIHUTHI:

1) obecnicuena (usnyeckas ICIOCTHOCTh BCEX KOMIIOHCHT HH(POPMAIMOHHBIX CHCTEM
MEPCOHATBHBIX JaHHBIX;

2) KaxJplii pabOTHHMK (IOJBH30BATENIb) WJIM TPYIIa IOJIb30BaTeiell MH()OPMAIIHOHHBIX
CUCTEM TIEPCOHAIBHBIX JIaHHBIX WMMEET YHUKAIbHOE CHCTEMHOE UM H MUHUMAIBHO
HEOOXOIUMBIE JUIS BBIMIOJHEHUS UM CBOMX (DYHKIMOHAIBHBIX OOS3aHHOCTEM MOJTHOMOYHSA IO
JOCTYIY K pecypcaM CUCTEMBI



3) Bce UW3MEHEHUS  KOHQUIypallu  TEXHHYECKUX M  NPOTPAMMHBIX  CPEICTB
WH(OPMAIIMOHHBIX CUCTEM TIEPCOHANBHBIX JaHHBIX MPOU3BOISATCS CTPOTO YCTAHOBICHHBIM
MOPSAIKOM (PETUCTPUPYIOTCS U KOHTPOIUPYIOTCS);

4) cereBoe o0OOpyHOBaHHE (KOHICHTPATOPbI, KOMMYTAaTOPbI, MapUIPyTH3aTOPbl U T.II.)
pacroiaraeTcsi B MeCTax, HEAOCTYMHBIX [JIs IMOCTOPOHHUX (CIeUUaNbHBIX MOMEIICHUSX,
mKkadax, u T.I1.).

5) cmemuanmucramu  MAY 3ATO Cesepck «PIIO» ocCyIlecTBIsSeTCs HEMPEPHIBHOE
yIpaBiIeHUE U aJJMUHUCTPATUBHAS TOITICPKKA ()YHKITMOHUPOBAHHSI CPEJICTB 3AIUTHI.



